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2 November 2020

Dear Lewis,

STAGE 2 PROCEEDINGS ON THE FORENSIC MEDICAL SERVICES (VICTIMS OF
SEXUAL OFFENCES) (SCOTLAND) BILL
I write ahead of Stage 2 proceedings on the Forensic Medical Services (Victims of Sexual
Offences) (Scotland) Bill on 10 November 2020. I have copied this letter to members of the
Health and Sport Committee, substitute members, and other members who spoke in the
Stage 1 debate.
The Committee will now have received the Government amendments that have been lodged
for Stage 2. I do not propose to address these in detail here, since I will speak to them in the
usual course on 10 November. However I can confirm that the amendments are per my
letter of 25 September 2020 – amendments addressing specific recommendations made by
the Committee in its Stage 1 report and some technical amendments to clarify and improve
the Bill. I should highlight that my officials are considering some further highly technical
amendments, not raising any new issues of policy, that the Government may bring forward at
Stage 3, subject to the outcome of Stage 2 proceedings and any other developments ahead
of Stage 3.
CMO Taskforce Summary Document
I was delighted that the general principles of the Bill were endorsed unanimously at the
Stage 1 debate on 1 October. I know that survivors following these parliamentary
proceedings and the organisations that support them will have been heartened by such
strong support for the improvement of forensic medical services across parties and
Committees.
At the conclusion of that debate it struck me that the work of the Chief Medical Officer’s
Rape and Sexual Assault Taskforce, which the Committee has heard extensively about and
which has made such significant progress on service improvement, is not as well understood
by members and stakeholders as I would have hoped. I attach as Annex A a brief
explanatory document setting out how the Taskforce came about, what it has achieved so far
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and what it will be doing to ensure the successful implementation of the Bill in 2021, should
the Parliament pass it at Stage 3.
I hope this document is helpful and emphasises that the Bill was not developed in a vacuum,
and an important package of non-legislative resources exists and will continue to be
supplemented and refined to support the Taskforce’s vision of consistent, person-centred,
trauma informed healthcare and forensic medical services and access to recovery for
anyone who has experienced rape, sexual assault, or child sexual abuse in Scotland.
Revised Data Protection Impact Assessment
I am pleased to attach as Annex B a revised Data Protection Impact Assessment (DPIA) for
the Bill at Stage 2. I can confirm that the Information Commissioner’s Office (ICO) kindly
reviewed and commented on a developed draft of this (as they had done with the original
DPIA for the Bill) and full regard was had to their helpful input. The revised DPIA will be
published on the Scottish Government website in the coming days.
Consultation on the revised National Guidance for Child Protection in Scotland
At Stage 2, we will debate the minimum age for accessing self-referral under the proposed
legislative framework. I note that some members proposed that the minimum age should be
reduced to 13, if not now but in future by virtue of the new delegated power that I hope the
Committee will support.
Subsequent to the debate, the Scottish Government has published, for consultation,
important revised National Guidance for Child Protection in Scotland:
https://consult.gov.scot/child-protection/consultation-on-the-revised-national-guidance/
The consultation is open until 17 January 2021. The revised Guidance aims to define and
clarify the roles and responsibilities for everyone working with children and young people,
setting out the foundation for protective action to keep children safe from harm. It introduces
the concept and value of contextual safeguarding and along with detailed sections on child
sexual abuse and child sexual exploitation, it puts an emphasis on linkages between
different forms of vulnerability. The revised guidance has been developed in partnership
with a range of experts and agencies, including Barnardo’s Scotland.
Significantly, the revised Guidance contains – from paragraph 92 – specific guidance on
Child Protection Medical Examinations both within the context of the Bill, and more generally.
This emphasises that there is no two tier service whether a victim of child abuse is examined
under the particular context of the Bill or in a different context under the Memorandum of
Understanding between Police Scotland and Health Boards. Children undergoing a Joint
Paediatric Forensic Examination (JPFE) outside of the Bill will receive the same standard of
service, and trauma informed care, as they would if undergoing a JPFE under the Bill. Often
examinations will be carried out by the same staff in the same facilities.
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Conclusion
I hope the information I have provided with this letter is helpful to Committee members and
other interested MSPs and I look forward to Stage 2 proceedings on 10 November 2020.

JEANE FREEMAN
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ANNEX A
CMO TASKFORCE SUMMARY DOCUMENT

MSP Briefing Paper - Overview of the CMO Taskforce
In March 2017, Her Majesty’s Inspectorate of Constabulary in Scotland published a
strategic overview report regarding the provision of forensic medical services for
victims of sexual crime in Scotland and made ten recommendations to improve this.
The Interim Chief Medical Officer (CMO) for Scotland, Dr Gregor Smith, chairs a
Taskforce set up by Scottish Ministers in April 2017 to provide national leadership for
the improvement of healthcare and forensic medical services for adults, children and
young people who have experienced rape, sexual assault or child sexual abuse. The
Taskforce has wide representation from experts across health, justice, social work and
the third sector. Rape Crisis Scotland make a very important contribution to the
Taskforce and ensure that its work is informed by the views of people with lived
experience.
The Taskforce vision is to support health boards to deliver timely, person centred and
trauma informed healthcare and forensic medical services for people of all ages. This
is supported by a Scottish Government funding commitment of £8.5 million over a
three year period to 2020/21.
In October 2017, a five year high level work plan was published which set out
improvement activity across a range of issues under the Taskforce remit and six
subgroups were established with responsibility for these key areas. A pictorial
summary of the Taskforce sub groups is provided at the bottom of this document.
Further detail about Taskforce membership and links to referenced publications can
be found on this website:
https://www.gov.scot/groups/taskforce-to-improve-services-for-rape-and-sexualassault-victims/
Further information about the FMS Bill is available from this website:
https://www.gov.scot/policies/violence-against-women-and-girls/forensic-medicalservices-for-rape-victims/
Summary of Key Taskforce Sub Group Activity
Legislation
 The Forensic Medical Services (Victims of Sexual Offences) (Scotland) Bill,
(which underpins the work of the Taskforce), was developed following a human
rights based approach and was introduced to the Scottish Parliament in
November 2019.
 The purpose of the Bill is to provide a clear statutory duty for health boards to
provide forensic medical services for victims of sexual crime and to establish a
legal framework for consistent access to self-referral (so that a person can
access healthcare and request a forensic medical examination without first
making a report to the police).
 91% of respondents to the Bill consultation agreed that health boards should
provide these services.
 An Easy Read summary of the Bill was published to ensure as many people as
possible can understand what the Bill is about.
1
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Self-referral
 A subgroup was established in December 2019 to develop the necessary
resources to implement the provisions of the Bill as they relate to self-referral.
 Work is progressing with multi-agency partners to develop a detailed and robust
protocol for health boards on how to maintain the “chain of evidence” in a way
that meets the requirements of the Scottish criminal justice system.
 Funding is being provided to NHS Education Scotland (NES) to develop and
deliver workforce training on the protocol prior to its implementation.
 Research has been undertaken to gather evidence in relation to the appropriate
retention period for evidence obtained from a self-referral examination. This
period will be subject to a full public consultation and will be set out in secondary
legislation.
 A rigorous options appraisal was completed in September 2020 to look at how
someone who has been the victim of rape or sexual assault could access selfreferral services.
 The clear preference was for a dedicated, national telephone number available
24/7/365 and work is now underway with NHS 24 to progress this.
 Work has begun to scope requirements for a national awareness raising
campaign about self-referral services, including the development of key
information in accessible formats.
Workforce and Training
 Taskforce funding is provided to NES to develop and deliver specific training
with the aim of increasing the number of female doctors available to undertake
forensic medical examinations.
 The NES course incorporates the principles of the national trauma training
framework and is open to nurses who are involved in providing care for victims
of rape and sexual assault.
 In response to COVID-19, NES is now delivering key elements of the course
virtually, to ensure that the demand for training continues to be met.
 Since 2016/17, 118 sexual offence examiners (70% of whom are female) and
69 nurses (97% of whom are female) have undergone the NES training.
 Baseline workforce data, as of 30 September 2019, indicates that 61% of
sexual offence examiners are now female – an increase of around 30% on the
indicative figure in the 2017 HMICS report.
 Availability of a female examiner is a key quality indicator underpinning the
Healthcare Improvement Scotland (HIS) Standards.
 An expert group was set up to develop the role of nurse sexual offence
examiners in Scotland and funding has been provided to recruit two
appropriately qualified and experienced nurses to this role.
 This will mean that they can undertake a forensic medical examination of a
victim of rape or sexual assault and give evidence in court as doctors currently
do.
 To help develop a multi-disciplinary workforce for the future, funding is also
being provided for 20 priority places on Scotland’s first Postgraduate
Qualification course in Advanced Forensic Practice at Queen Margaret
University in Edinburgh, commencing in January 2021.
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Delivery and Performance
 Senior nominated leads in each health board are responsible for working with
multi-agency partners to develop and implement costed local improvement
plans in line with the Taskforce vision and the HIS Standards.
 All health board Chief Executives have committed to the development and
continuous improvement of these services and to ensuring that they will be
maintained throughout the COVID-19 pandemic.
 An options appraisal event in June 2018 determined the optimal model and
configuration of services for Scotland. The clear preference was for
coordinated, multi-agency services delivered as close as possible to the point
of need, supported by a regional centre of expertise.
 Taskforce funding is being invested to create new, or to enhance existing
Sexual Assault Response Coordination Services (SARCS) across Scotland,
including the island health boards.
 All forensic medical examinations now take place in an appropriate health care
setting and no longer in police stations.
 A national specification document setting out the requirements for the SARCS
was published in December 2019.
 A national DNA decontamination protocol was published in October 2019 and
is being implemented by health boards.
 An environmental monitoring regime has been developed with the Scottish
Police Authority Forensic Service to monitor compliance with the
decontamination protocol.
 A national contract has been put in place for the procurement of colposcopes
(essential equipment for forensic examinations) and Taskforce funding has
been provided for all health boards who need one.
 A public consultation has been carried out on the information sharing
agreement and associated information governance documentation required for
the implementation of the FMS Bill and these are now being finalised.
 An interim performance framework has been put in place to monitor and report
on health performance against the HIS Standards and Quality Indicators.
 Standardised modular forensic medical kits have been made available across
the country.
Quality Improvement
 Health Improvement Scotland (HIS) were commissioned to develop and publish
new national standards to ensure consistency in approach to healthcare and
forensic medical services and to reinforce the high quality care anyone should
expect. These were published in December 2017.
 The Quality Indicators underpinning the Standards were published in March
2020.
 Public Health Scotland have been funded to develop new national data sets for
adults and for children and young people to help plan and deliver services, as
well as to monitor health board performance against the HIS Quality Indicators.
 The first validated national reports to be produced by Public Health Scotland
are expected to be available in November 2021.
 Specific national guidance which incorporates the principles of trauma informed
care, was published in April 2020 in response to COVID-19.
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Taskforce funding is being provided for the development, procurement and
implementation of a national clinical IT system, which is expected to go live in
Spring 2021.
 A package of resources has been developed for health boards, to ensure a
consistent national approach to the recording, collation and reporting of
performance data in relation to these services.

Clinical Pathways
 Scotland’s first national clinical pathway for adults who present following rape
or sexual assault and the first national clinical pathway for children and young
people who have experienced sexual abuse, have been finalised and will be
published as part of the package of resources, together with supporting
documentation for healthcare professionals.
 An easy read summary outlining the forensic medical examination process is
being developed as well as tailored information for young people.
 In response to COVID-19, health board training on the package of resources
will be delivered virtually prior to implementation before the end of the calendar
year.

The CMO Taskforce (and the dedicated team within the Scottish Government which
supports it), continue to work closely with health board Chief Executives and Chairs,
board nominated leads and key multi-agency partners, to deliver this ambitious
programme of improvement; to prepare for the implementation of the FMS Bill and to
ensure appropriate mechanisms are in place to ensure sustainable and continuous
improvement of these services.

November 2020
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Forensic Medical Services (Victims of Sexual Offences) (Scotland) Bill
Revised Data Protection Impact Assessment
Background
This is an updated version of the Data Protection Impact Assessment originally
published for the introduction of the Forensic Medical Services (Victims of Sexual
Offences) (Scotland) Bill in November 2019. Links to the original Impact Assessment,
the Bill itself and other key or explanatory documentation are available from this
website:
https://www.gov.scot/policies/violence-against-women-and-girls/forensic-medicalservices-for-rape-victims/
A revised Data Protection Impact Assessment was called for by the Scottish
Parliament’s Health and Sport Committee in their September 2020 report on the Bill
at Stage 1:
https://digitalpublications.parliament.scot/Committees/Report/HS/2020/9/7/Stage-1Report-on-the-Forensic-Medical-Services--Victims-of-Sexual-Offences---Scotland-Bill#Introduction
The Scottish Government accepted that recommendation in the September 2020
Government response to that report:
https://www.parliament.scot/S5_HealthandSportCommittee/Reports/20200925_Ltr_I
N_from_CabSecHS_response_to_FMS_Stage_1_Report.pdf
Approach adopted to this document
This Revised Data Protection Impact Assessment focusses on the issues discussed
in paragraphs 123 to 144 of the Committee’s report, in particular the Committee’s
recommendations in paragraphs 131 and 144:
Committee recommendation - Data
131. Having considered the evidence set out above, the Bill, and associated DPIA,
should make clear the differentiation between personal data, samples taken, and
the data obtained from those samples. Given the concerns we have heard we
consider there is a need for a revised DPIA addressing each of the issues and this
should be lodged before stage 2 commences. We would appreciate any appropriate
amendments being lodged to take account of the revised findings.
Government response
The Government is persuaded that a revised Data Protection Impact Assessment
(DPIA) for the Bill should be drawn up and submitted to the Committee ahead of
Stage 2 proceedings. The Government considers that it would be premature to give
a position on amendments to the Bill until the impact assessment exercise has
commenced and completed. The Government wishes to emphasise that the original
1
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DPIA and the revised one for the Bill will focus on the Bill’s provisions and not
matters of practical delivery and implementation by health boards and justice
partners. Those matters are being considered by the [Chief Medical Officer’s Rape
and Sexual Assault] Taskforce’s Information Governance Delivery Group (IGDG)
who consulted on an operational DPIA in August 2019:
https://consult.gov.scot/cmo/information-governance/.
Committee recommendation - Data protection and children
144. We ask the Scottish Government to review the children's rights in relation to
ownership of data to ensure a child's best interests are at the heart of sharing
personal, private and sensitive information with alleged perpetrators.
Government response
The Government has committed, in response to the recommendation in paragraph
131 of the Committee’s report, to preparing a revised DPIA on the Bill. The
Government will incorporate consideration of the concerns leading to the
recommendation in paragraph 144 in the course of that exercise.

In this Revised Data Protection Impact Assessment all substantive new or revised
material is highlighted in bold text. Due consideration is given as to whether the
Government should bring forward data protection-related amendments to the Bill at
Stage 2. Other miscellaneous updates have been made to the original text,
highlighted as mentioned.
The CMO Taskforce IGDG mentioned above developed a draft national Information
Sharing Agreement (ISA) to provide clarity on how data on victims of sexual crime
should be shared between health boards and Police Scotland once the Bill comes in
to force. Healthcare Improvement Scotland consulted on the draft ISA and the
associated DPIA and are in the process of finalising the ISA based on the responses
received. The ISA will be put in place when the Bill is commenced.
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Title of proposal:

The Forensic Medical Services (Victims
of Sexual Offences) (Scotland) Bill at
Stage 2

Your department:

Chief Medical Officer’s Rape and Sexual
Assault Taskforce Unit, Scottish
Government

Contact email:

EquallySafeFMS@gov.scot

Data protection support email
Data protection officer

dpa@gov.scot
dataprotectionofficer@gov.scot

Is your proposal primary legislation, Primary legislation, with the determination
secondary legislation or a statutory of the “self-referral” retention period left to
measure?
regulations (secondary legislation). The
regulations referred to will be subject to
a full 12 week public consultation in
2021, should the Bill be passed by the
Parliament at Stage 3.
Name of primary legislation your N/A
measure is based on (if applicable)
What stage is your legislation or The Bill passed Stage 1 on 1 October
statutory measure at and what are 2020 and Stage 2 amendments will be
your timelines?
debated in November 2020. Subject to
the Bill being passed the Scottish
Government’s intention is to commence
it in November 2021, following the
public consultation exercise mentioned.
Have you consulted with the ICO Yes (in 2019).
using the Article 36(4) form (please
provide a link to it)?
If the ICO has provided feedback, Yes, the ICO reviewed a draft of this
please include this.
revised DPIA and the document was
finalised in light of their comments.
Have you held a public consultation Yes, in 2019 as detailed in the Policy
yet?
Memorandum for the Bill. The Health and
Sport Committee has subsequently
taken a wide range of written and oral
evidence on the Bill, published on its
website
and referenced in
the
Committee’s Stage 1 report. And as
mentioned above a further public
consultation will be held on retention
period regulations in 2021.
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Were there any comments/feedback
from the public consultation about
privacy,
information
or
data
protection?

Yes, as set out in chapter 3 of the 2019
consultation
analysis
paper:
https://www.gov.scot/publications/analysisresponses-equally-safe-consultationlegislation-improve-forensic-medicalservices-victims-rape-sexualassault/pages/4/ and in paragraphs 123
to 144 of the Committee’s report.

Version

Details of update

Version complete by

1.0
1.1

Draft shared with ICO
Revised
draft
for
Information Asset Owner
(IAO) approval
Final proofed version
Revised draft shared with
ICO
Revised
draft
for
Information Asset Owner
(IAO)approval

11/11/2019
18/11/2019

Completion
Date
11/11/2019
18/11/2019

20/11/2019
19/10/2020

20/11/2019
26/10/2020

28/10/2020

29/10/2020

1.2
2.0
2.1

Question

Comments

Article 35(7)(a) – “purposes of the processing, including, where applicable, the
legitimate interest pursued by the controller”
1

The Bill’s principal purpose is to
introduce two new functions on health
boards, provision of a forensic
examination service and a retention
service to victims of sexual offences.
Access to these services will not require
a victim over 16 to have made a police
report (known as “self-referral”). The Bill
requires that a forensic medical
examination and retention service (which
will involve the collection of data) is done
for a criminal justice purpose in terms of
the Data Protection Law Enforcement
Directive. The Bill also includes a power
for a police constable to request the
transfer of collected evidence from
health boards. Access to appropriate
healthcare and forensic medical services
is vital for people who are victims of
sexual offences.
The Scottish

What issue/public need is the
proposal seeking to address? What
objective is the legislation trying to
meet?
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Government is clear that everyone who
needs it should have access to a forensic
medical examination, wider healthcare
interventions and support, whether or not
they have reported the crime.
The purposes of the Bill are fully
described in the Policy Memorandum,
and endorsed in the Committee’s
Stage 1 report.
Article 35(7)(c) “assessment of the risks to the rights and freedoms of data subjects”
and Article 35(7)(b) “…necessity and proportionality of the processing operations”
2

The Scottish Government considers
that the Bill is necessary to address
two of the recommendations in Her
Majesty’s
Inspectorate
of
Constabulary in Scotland (HMICS)’s
report
on
forensic
medical
examination services for victims of
sexual crime published in March 2017.
HMICS identified a lack of legal clarity
in the basis for service provision,
generally, and particularly in the case
of self-referral services. To address
the HMICS recommendations the Bill
provides a clear statutory duty for
health boards to provide forensic
medical
services
for
victims,
supporting consistent access to
“self-referral” so that a victim can
access healthcare and request a
forensic medical examination without
first making a report to the police. The
necessity of the Bill was recognised
by consultees in 2019, 91% of whom
agreed there should be a specific
statutory duty for health boards to
provide these services, including in
self-referral cases. Subsequently, the
Scottish Parliament’s Health and
Sport Committee and the chamber
itself have endorsed the Bill as
necessary and important.

Does your proposal relate to the
collection of personal data? If so,
please explain how and what kind of
personal data it might involve.
Please also specify if this personal
data will be sensitive or special
category
data
or
criminal
convictions or offences?
(Note: ‘special categories’ means
personal data revealing racial or
ethnic origin, political opinions,
religious or philosophical beliefs, or
trade union membership, and
processing
of
genetic
data,
biometric data for the purpose of
uniquely identifying a natural
person, data concerning health or
data about a person’s sex life or
sexual orientation and sensitive
personal data means criminal
information or history)

The proportionality of the Bill’s
measures is secured through a
number of features including that
evidence in self-referral cases will be
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kept according to a statutory
retention period and that victims are
afforded important rights including
that evidence be destroyed on
request. Further, proportionality is
secured by the Bill not endorsing an
anonymous DNA database that could
give rise to additional risks and
issues (see further commentary on
that below).
To answer the specific question, yes, the
provision of the forensic medical
examination service will require the
collection by health boards of personal
data. The Bill gives health boards a
power to collect evidence for the
purpose of investigating and for use
in any proceedings connected to the
incident related to the forensic
medical examination. Such evidence
collection will involve the processing
of data and some of that evidence
may constitute personal data. The
type of personal data which is
processed will depend on the facts
and circumstances of each case. At
the most basic level, this would
involve a victim being asked to
provide information to support the
provision of healthcare, which will
include their name, date of birth and
address. The health section of a
national form to be implemented later
this year will capture data relevant to
the medical assessment e.g. name,
sex, address, brief history of the
incident, allergies, current medical
conditions,
any
current
contraception, emotional wellbeing,
and self-harm or suicide risk.
The form only captures evidence
about a person's sex life to the extent
that it would assist the Scottish Police
Authority with analysing samples in
the event of a police report. The
forensic form asks about any sexual
activity 7 days prior and post-incident

6

ANNEX B
REVISED DATA PROTECTION IMPACT ASSESSMENT

with the alleged perpetrator and any
consensual sex with anyone else.
Where
a
forensic
medical
examination is conducted, personal
data collected may include special
category (sensitive) data regarding
the nature of the assault which may
be pertinent to any future police
investigation. Evidence in the form of
physical samples may be collected
from a forensic medical examination,
including but not limited to, swabs of
areas of the body, fingernail
collection or hair collection, blood
and urine samples. Samples taken will
depend on what is relevant pertaining
to a particular individual’s case. All
processing of sensitive data requires
to be carried out in accordance with
the safeguards at section 42 of the
Data Protection Act 2018. At present it
is not envisaged that biometric data
would be collected by health boards, and
should advancements in forensic
science lead to this being captured in
future it could be that it would be the
criminal justice authorities that would do
the collection (since a person’s biometric
markers do not change and time is not of
the essence). Health boards will not
take fingerprints. The health board is
not considered to be collecting any
“genetic data” (as it is defined for data
protection purposes), even where
samples retained may contain
underlying genetic information. That
is because at the stage of collection
and retention of physical samples by
health boards there will be no
processing or analysis of samples
such that an individual could be
uniquely identified. Any further
applicable analysis that may be done on
collected samples will only be performed
after the point at which data has
transferred to the police following a
request made by them in accordance
with the terms of the Bill’s transfer
provision.
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To emphasise this point, that there
will be no processing or analysis of
samples in the hands of health
boards, the Committee has indicated
at paragraph 140 of its Stage 1 report
that it cannot support an “anonymous
DNA database”.
What such a
database would involve was not made
clear by proponents but the Scottish
Government notes it would likely
involve the processing and analysis
of samples in the hands of health
boards, contrary to the policy for the
Bill mentioned.
The Scottish
Government
notes
that
the
Information Commissioner’s Office
and other stakeholders do not
support an anonymous DNA database
and
therefore
the
Scottish
Government does not propose to
bring forward Stage 2 amendments to
provide for one. This protects the
policy that there should be no
processing or analysis of samples in
the hands of health boards.
Point 17 below includes discussion of the
position of third parties.
Article 35(7)(a) “purposes of the processing, including, where applicable, the
legitimate interest pursued by the controller” and Article 35(7)(b) “…necessity and
proportionality of the processing operations”
3

How will your proposal engage with
Article 8 ECHR? How will your
proposal balance rights and
requirements with Article 8 rights? If
impinging on Article 8 rights, what is
your justification for doing so – why
is it necessary?

The Scottish Government considers that
the Bill complies with the European
Convention on Human Rights. The Bill
ensures that data which is collected or
stored as a result of a forensic medical
examination can only be done so where
it meets the law enforcement purpose set
out. The retention service under the Bill
has been developed with consideration
of an individual’s need for private and
family life, specifically in relation to selfreferral, allowing victims time to consider
whether to make a report to the police,
balanced against the need to ensure that
the retention of data is not indefinite or
arbitrary. The Bill provides for a

Article 8 ECHR:
Right to respect for private and
family life
1. Everyone has the right to respect
for his private and family life, his
home and his correspondence.
2. There shall be no interference by
a public authority with the exercise
8
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of this right except such as is in
accordance with the law and is
necessary in a democratic society in
the interests of national security,
public safety or the economic wellbeing of the country, for the
prevention of disorder or crime, for
the protection of health or morals, or
for the protection of the rights and
freedoms of others.

delegated power to set the retention
period, which can be regularly reviewed
to ensure that the period fixed by
regulations
is
proportionate.
As
mentioned, there will be a full public
consultation in 2021 to inform the
drafting of the first retention period
regulations. The Bill requires that
health boards ensure that samples,
data and other evidence stored for the
purposes of investigation of an
incident is destroyed after the expiry
of the retention period, or sooner,
where the victim who had evidence
stored requests its destruction. The
Government Stage 1 response
mentioned above highlights that it is
a deliberate aspect of Bill policy that
whilst the retention period for selfreferral samples would be prescribed
by regulations, decisions on what
evidence should be taken in the
course
of
forensic
medical
examination should not be. At this
stage it is envisaged that a national
protocol
on
self-referral
will
recommend the taking only of
samples,
underwear
and
–
exceptionally – relevant outerwear.

Article 35(7)(b) “…necessity and proportionality of the processing operations”
Article 35(7)(c) “assessment of the risks to the rights and freedoms of data subjects”
Article 35(7)(d) “measures envisaged to address the risks, including safeguards,
security measures and mechanisms to ensure the protection of personal data and
to demonstrate compliance with [GDPR] taking into account the rights and legitimate
interests of data subjects and other persons concerned”
Note Article 32 GDPR for s.4 also
4

Will your proposal require you to
regulate:
󠆺 technology
󠆺 behaviour of individuals using
technology
󠆺 technology suppliers
󠆺 technology infrastructure
󠆺 information security

No. In terms of information security, the
Bill does not legislate for information
security requirements because these are
already legislated for in Part 3 of the Data
Protection Act 2018. Implementation of
the Bill’s data protection provisions is
within the remit of the Information
Governance Delivery Group of the Chief
Medical Officer’s Rape and Sexual
(Non-exhaustive examples might Assault Taskforce.
include whether your proposal
requires
online
surveillance,
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regulation of online behaviour, the
creation of centralised databases
accessible
by
multiple
organisations, the supply or creation
of particular technology solutions or
platforms, or any of the areas
covered in questions 4a or 4b.)
4a Please explain how your proposal N/A
will regulate behaviour using
technology or the use of technology.
Please consider/address any issues
involving:
o Identification of individuals
online (directly or indirectly,
including the combining of
information that allows for
identification of individuals);
o Surveillance (necessary or
unintended);
o Tracking
of
individuals
online, including tracking
behaviour online;
o Profiling;
o Collection of ‘online’ or other
technology-based evidence
o Artificial intelligence (AI);
o Democratic impacts e.g.
public services that can only
be accessed online, voting,
digital services that might
exclude individuals or groups
of individuals
(Non-exhaustive examples might
include online hate speech, use of
systems, platforms for delivering
public services, stalking or other
regulated behaviour that might
engage collection of evidence from
online use, registers of people’s
information, or other technology
proposals that impact on online
safety,
online
behaviour,
or
engagement with public services or
democratic processes.)
4b Will
your
establishing

proposal
or change

require No.
to an
10
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established public register (e.g.
Accountancy in Bankruptcy, Land
Register etc.) or other online
service/s?
Article 35(7)(b) “…necessity and proportionality of the processing operations”
Article 35(7)(c) “assessment of the risks to the rights and freedoms of data subjects”
*Note exemptions from GDPR principles where applicable
Please provide details of whether Yes, the Bill provides for the
your proposal will involve the collection and retention of evidence
collection or storage of evidence or that may (in the event of a police
investigatory powers (e.g. fraud, report) be used for the purposes of
identify theft, misuse of public funds, investigating the incident relating to
criminal
activity,
witness the examination or proceedings
information, online behaviour, victim relating to that incident.
information or other monitoring of
online behaviour)
Article 35(7)(b) “…necessity and proportionality of the processing operations”
Article 35(7)(c) “assessment of the risks to the rights and freedoms of data subjects”
Article 35(7)(d) “measures envisaged to address the risks, including safeguards,
security measures and mechanisms to ensure the protection of personal data and
to demonstrate compliance with [GDPR] taking into account the rights and legitimate
interests of data subjects and other persons concerned”
5

6

Would your proposal affect a
specific
group
e.g.
children,
vulnerable
individuals,
elderly
people? (Please specify)

The Bill affects all groups equally
however it provides that self-referral may
only be provided to over 16s. This
reflects that there are professional duties
to report child sexual abuse to the police.
This is also in line with current clinical
practice in Scotland. More information
about this, in the context that forensic
medical examination is not relevant to
many victims of child sexual abuse
because the offending is often not
disclosed within the 7 day DNA
capture window, is contained in the
Child Rights and Wellbeing Impact
Assessment for the Bill.
The Bill does not directly legislate for
vulnerable adults but the same principle
applies
–
there
will
be
rare
circumstances where a police report
must be made even where a victim would
prefer to self-refer. Prior to any forensic
medical examination being carried out,
the Bill requires victims to be provided
with information and have that

11
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information explained to them. The
information includes the circumstances
in which any evidence collected during
the examination may be transferred to a
police constable and the purposes for
which that evidence may then be used.
The Patient Rights (Scotland) Act
2011, which the Bill has applied to the
provision
of
forensic
medical
services, includes amongst its health
care principles that communication is
clear, accessible and understood. It is
intended that web portal material will
be made available as a reference for
survivors to refresh themselves on
key
points
that
would
be
communicated at the time of
examination.
7

Will your Bill necessitate the sharing Yes and the Bill contains an
of information to meet the objectives appropriate “gateway” for cases
of your proposal?
where collected evidence transfers
from health boards to Police Scotland
If so, are the appropriate legal constables.
The
data
sharing
gateways for sharing personal data provision in the Bill has been
included?
designed to ensure compliance with
the Data Protection Law Enforcement
Would your proposal benefit from Directive in that it provides that a
appointing or specifying Data request made by a police constable to
Controllers/creating obligations in a health board for the transfer of
law for responsibility for managing evidence to the police must be for the
personal data?
purpose that the evidence is required
to investigate the sexual offence or
(Please provide details of data harmful behaviour related to the
sharing, e.g. if there is a newly examination or for proceedings
established organisation, if it is new relating to that incident.
sharing with an already established
third party organisation, if it is with a
specified individual or class of
individuals, or any other information
about the sharing provision/s.)

8

Is
there
anything
potentially The requirement for all health boards to
controversial or of significant public offer self-referral is of significant public
interest in your policy proposal?
interest and should avoid a “post code
lottery” where this service is only
Are there any potential unintended available to victims in particular areas.
consequences with regards to the
provisions e.g. would unintended The CMO Taskforce has reached a
surveillance or profiling be an consensus based on the available
12
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outcome of information collection
provisions; will the public’s personal
information
have
appropriate
safeguards
–
could
those
safeguards interfere with the ability
to investigate crime or protect the
public etc. Please provide details
about how you are balancing
competing interests where they
relate to personal data.

evidence, regarding the appropriate
retention period for evidence retained
in self-referral cases. There will be a
full public consultation on the
retention period proposed, which will
be set out in regulations (secondary
legislation). The regulations will be
supported by a formal protocol for
healthcare professionals delivering a
self-referral service, currently under
development and to be approved by
the Lord Advocate ahead of
implementation.
The Scottish Parliament’s Health and
Sport Committee, in its Stage 1 report,
has
usefully
highlighted
two
particular issues as being in its view
of significant public interest.
The first issue is the case for
differentiation between personal data,
samples taken, and the data obtained
from those samples.
This was
discussed from paragraph 123 of the
Stage 1 report, leading up to the
Committee’s recommendation in
paragraph 130.
The Bill as introduced provides for an
inclusive definition of “evidence” in
section 13.
This provides an
illustrative list of some of the main
items that are usually taken in a
contemporary
forensic
medical
examination, but the definition is nonexhaustive and is designed to work
effectively where there may be future
changes in technology or practice. Of
particular relevance to this Revised
Data Protection Impact Assessment,
the Scottish Government can clarify
that the definition of “evidence” was
intended to cover any personal data
collected as part of the forensic
examination – an example would be
the victim’s biographical information,
any physical samples taken from the
victim’s body and any subsequent
genetic data obtained from those
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samples (with genetic data only being
known once analysis of evidence is
conducted by the police following
evidence transfer to them from a
health board).
The Scottish
Government remains of the view that
is appropriate for the same concept of
“evidence” to cover all of these
things.
The Scottish Government wishes to
reiterate that no processing or
analysis takes place of bodily
samples whilst it is in the hands of
health boards. What the criminal
justice authorities may do following a
police report will be regulated by their
processes to comply with data
protection legislation. It follows that
the obtaining of any genetic data from
samples is not something health
boards are authorised to do under the
Bill – this is not part of their current
practice and will not become practice
in future.
To the extent there may be a case for
clearer guidance to health boards on
what to do, and not do, with particular
types of evidence, the Scottish
Government considers that this is an
operational matter best taken forward
through the CMO Taskforce’s relevant
subgroups in their work to implement
the Bill, should it be passed by the
Parliament at Stage 3. This matter is
particularly being addressed in the
self-referral protocol referred to
above.
On
reflection,
the
Scottish
Government considers that the
definition of “evidence” in the Bill can
be improved and therefore is planning
to lodge appropriate Stage 2
amendments on this point.
The second significant public interest
issue highlighted by the Committee is
children's rights in relation to
14
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ownership of data to ensure a child's
best interests are at the heart of
sharing personal, information with
alleged perpetrators.
The
Scottish
Government
acknowledges that the question of
adults
making
subject
access
requests on behalf of children is an
issue that has been raised in this and
other devolved policy areas. The
Scottish Government wishes to
emphasise that this issue is not
unique
to
forensic
medical
examination,
and
that
as
is
highlighted in the Child Rights and
Wellbeing Impact Assessment for the
Bill, forensic medical examination is
not relevant to many victims of child
sexual abuse because the offending
is often not disclosed within the 7 day
DNA capture window.
Whilst health boards do receive
subject
access
requests
for
information
from
parents
and
guardians about their child (usually
via a solicitor), we understand that
these are always considered on a
case by case basis. As far as we can
comment on health board practices,
we understand that consideration on
whether to release information is
done so in conjunction with
appropriate
advice
from
NHS
Information Governance and Medical
Records officials and in accordance
with data protection legislation, any
other relevant legislation governing
the protection of children and existing
health board protocols. Each health
board has experts in child protection
who provide support in such
scenarios with the protection of the
child always being at the centre. Any
requests for records have to come
through their Medical Records Team
who send the relevant clinicians a
form to complete which can specify
that all or part of the record is
15
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withheld. The relevant clinician would
then review the requested material
and redact any material in line with
existing policy and procedure. This
can be either because it is third party
information (like case conference
minutes) or because it is felt to be in
the best interests of the child or it
would be potentially harmful if that
information were to be released.
Since a general issue has been raised
that is not unique to the Bill’s context,
and health boards have robust
arrangements in place to handle
subject access requests within the
data protection legislative framework
enacted by the EU and the UK
Parliament, the Scottish Government
does not propose to bring forward
any Stage 2 amendments on this
point.
A relevant development since the
introduction of the Bill is that the
Scottish
Government
has
subsequently introduced the United
Nations Convention on the Rights of
the Child (Incorporation) (Scotland)
Bill.
Amongst other things the
Incorporation Bill gives direct legal
effect in Scots law to Article 16 of the
Convention, which provides as
follows:
“1. No child shall be subjected to
arbitrary or unlawful interference with
his or her privacy, family, home or
correspondence, nor to unlawful
attacks on his or her honour and
reputation.
2. The child has the right to the
protection of the law against such
interference or attacks.”
Should the two Bills be passed, they
would require to be read and applied
together by health boards. In the
exercise
of
forensic
medical
16
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examination functions health boards
would be legally required to comply
with children’s rights to privacy under
Article 16. The Scottish Government
considers that this provides an
additional safeguard that does not
need to be re-legislated for in the FMS
Bill.
The Scottish Government recognises
that it is critical child victims
accessing services under the Bill are
fully able to understand their data
protection rights. To support , this,
child
friendly
materials
and
processes will be developed to aid
their understanding.
9

Will any of the provisions The Bill’s relevance to wider human
affect/engage ECHR rights in rights obligations is set out in the Policy
addition to Article 8 e.g.:
Memorandum.
Article 6 right to a fair trial (and rights
of the accused)
Article 10 right to freedom of
expression
Article
14
rights
prohibiting
discrimination
Or any other convention or treaty
rights?

10 Are there legacy provisions in other
legislation that need to be
addressed/repealed etc. in your
current proposal?
(This might include, for example, the
creation of statutory regulations
(which would need enabling powers
in Bills; or provisions repealing older
legislation; or reference to existing
powers (e.g. police or court powers
etc.).

The schedule of the Bill makes
appropriate consequential amendments
to pre-existing legislation.
The
Government will bring forward further
technical amendments to pre-existing
legislation at Stage 2 to improve and
clarify the Bill’s interaction with the
wider statute book – these are
unconnected with data protection
matters.

11 Will this proposal necessitate an N/A
associated code of conduct?
If so, what will be the status of the
code of conduct (statutory, voluntary
etc.)?

17

ANNEX B
REVISED DATA PROTECTION IMPACT ASSESSMENT

Summary – Data Protection Impact Assessment
12 Do you need to specify a Data By virtue of section 30(1)(b) of the Data
Controller/s?
Protection Act 2018, health boards will
be competent authorities as the Bill
requires health boards to process data
in relation to the examination and
retention service for a law enforcement
purpose. Section 32(2) of the 2018 Act
provides that health boards will
therefore be a data controller in relation
to the processing of that personal data
under the Bill. Police Scotland will be a
data controller when evidence is
transferred to it for law enforcement
purposes.
Section 5 of the Bill also requires health
boards to address a victim’s health care
needs which may involve the
processing of personal data, including
health data. In accordance with section
6(2), the health board will be the data
controller for the processing of personal
data relevant to this duty.
13 Do you need to include information Yes – the Bill provides for this.
collection duties or powers (legal
basis for processing)?
Section 2 provides that health boards
require to collect evidence from a
forensic medical examination that is
carried out for purposes including the
use of that evidence in connection with
any investigation of the incident relating
to the examination or any proceedings
related to the incident.
Section 6 provides that health boards
may store evidence collected from
forensic medical examinations for the
purpose of the use of that evidence in
connection with any investigation of the
incident relating to the examination or
any proceedings related to the incident.
14 Do you need to include explicit
information sharing provisions (as
related to duties, legal gateways,
express powers):

Yes – section 9 of the Bill includes a
“gateway” for cases where evidence
transfers from health boards to Police
Scotland constables.
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o From one public sector
organisation to another public
sector organisation;
o From
a
public
sector
organisation to a private
sector organisation, charity,
etc.;
o Between
public
sector
organisations;
o Between individuals (e.g.
practitioners/
service
users/sole traders etc.);
o Upon
request
from
a
nominated (or specified)
organisation?

A constable may request that collected
evidence is transferred to them either
where a forensic medical examination
has been conducted under referral by
the police, or where a victim has selfreferred for a forensic medical
examination and made a report to the
police regarding the incident relating to
the examination.

15 Have you included any safeguards Section 4 of the Bill requires that
for personal data/interference with individuals
be
provided
with
Article 8 rights?
information, before the examination
takes
place,
about
the
circumstances in which evidence
(which will include personal data) is
transferred to the police, the right to
return
of
evidence
and
the
destruction of evidence.
The
provision of such information to the
victim allows them to foresee with a
reasonable degree of certainty the
consequences, in relation to the
treatment of their personal data, of
proceeding with an examination,
which ensures that the treatment of
personal data is compliant with
Article 8.
Section 8 of the Bill requires the
destruction of evidence after a set
amount of time, so that personal data
and other collected evidence, such
as bodily samples is not retained
indefinitely. The retention period is
to be set by delegated power so as to
allow for ongoing scrutiny to ensure
the period set is proportionate. There
will be a full public consultation in
2021 to inform the drafting of the first
retention period regulations.
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16 Have you included any safeguards We are of the view that the Bill does
for personal data/interference with not interfere with other ECHR rights.
other rights?
In relation to safeguards for personal
data, we have made provision to
ensure that evidence is destroyed
after a certain amount of time and
that evidence shall be shared with
the
police
only
in
specific
circumstances for the purposes of
an investigation or proceedings in
relation to the incident.
17 Will the collection of personal data
affect decisions made about
individuals, groups or categories of
persons, or might provisions result in
the denial of a right or rights?

The Bill requires it to be explained to
victims the circumstances in which any
collected evidence may transfer to a
police constable.
In terms of third parties, DNA collected
and held by health boards could include
the DNA of alleged perpetrators and the
DNA of people close to the victim (for
example their partner). No processing
or analysis will be conducted on
samples unless and until they are
transferred to a police constable at the
request of the victim. Although sections
44 and 45 of the Data Protection Act
2018 confers rights to information and
access to an individual’s personal data,
such information or access can be
partially or wholly restricted where it is a
necessary and proportionate measure
to avoid prejudicing the detection,
investigation or prosecution of criminal
offences. The Scottish Government
considers that a potential third party
should not have an absolute “right to be
informed” about the holding of their
DNA, in the context of an alleged
offence having been committed against
the victim. In addition, samples would
not be held indefinitely since they would
be destroyed at the end of the statutory
retention period, or earlier should the
victim request their destruction.

18 Please summarise the key elements to be included for legislative drafters;
please highlight risks to personal data, any comments about mitigating those
risks, including any costs or options for addressing those risks through
legislation. This should be included in the Bill/legislation Instruction.
20
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The Bill provides clear legal powers for health boards to collect and retain
personal data, and to transfer it to Police Scotland in appropriate cases. All
wider data protection requirements are within the remit of the CMO Taskforce
Information Governance Delivery Group. Following the conclusion of Stage
1 proceedings of the Bill, this Impact Assessment has been fully
reviewed and where appropriate updated, and due consideration has
been given to specific issues highlighted by the Health and Sport
Committee as being of significant public interest. Having carried out this
exercise, the Scottish Government considers that the definition of
“evidence” in the Bill can be improved and therefore is planning to lodge
appropriate Stage 2 amendments on this point.

Authorisation
I confirm that the impact of the Forensic Medical Services (Victims of Sexual
Offences) (Scotland) Bill at Stage 2 has been sufficiently assessed against the
needs of the privacy duty:
Name and job title of a IAO or Date version authorised
equivalent
Greig Chalmers
28 October 2020
Interim Deputy Director
Chief Medical Officer’s Policy Division
The Scottish Government

21

