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  29th May 2017
 

Dear Mr.Findlay,  
 
RE: IT Cyber Attacks  
 
Thank you for your letter of 19th May 2017.  I can confirm the following information for the 
Health and Sport Committee:  
 
1. What impact did the recent cyber-attack have on your organisation and the 

public? 
There has been no impact to the Council’s ICT systems from the WannaCry 
Ransomeware attack.  Similarly, there has been no impact on any NHS systems.   
 

2. Following the cyber-attack how has your approach to prevention of such attacks 
been revised? 
Our organisations cannot prevent another cyber attack from happening, but can work 
to minimise the risk and impact of future attacks.  Our Council and NHS positions are 
outlined:  
 
NHS GG&C was largely unaffected from the recent incident.  NHS GG&C focus prior 
to this attack was to ensure that appropriate technical controls existed by following 
advice from software and Scottish Government eHealth guidance to have in place a 
multi layered security model.  An assessment of NHS GG&C’s multi layered security 
model (SANS Critical controls for effective cyber defence) was assessed during 2016 
by NHS National IT security lead where a number of improvements were identified and 
implemented during the first quarter of 2017.  NHS GG&C has also carried out 
additional internal audit activity during March 2017, with a focus on further augmenting 
our existing cyber defences.  The iterative approach will continue.  A compliance 
function has been established within the eHealth Directorate to oversee this 
continuous improvement programme.  
 
East Dunbartonshire Council have always taken the threat of cyber security attack 
very seriously and have improved defence mechanisms in line with the levels required 
to maintain PSN security accreditation.  This includes more frequent security patching 
of servers and end point devices.  Not related to the cyber attack threats, the Boards is 
also in the process of procuring a new Firewall and Email Filtering System to further 
strengthen our ICT perimeter security defences.  
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3. What additional support would assist in preventing such attacks? 
Improved training and awareness for all staff on good practice in relation to cyber 
security protection.  This could be driven nationally.  ICT training/cyber awareness for 
GP practice managers/staff across Scotland, with consideration given to training 
expanding to the wider family health service contractor groups.   Perhaps sharing of 
resources and access to a central point of expertise on cyber security could be 
considered. Not all organisations are able to have dedicated ICT Security Officers, or 
can afford to fund 3rd party security specialists.  
 

4. To what extent do you collaborate with other Boards on IT security issues? 
NHS GG&C eHealth Director, William Edwards, plays an active role in the National 
eHealth Leads Group where discussions about IT security collaboration is active 
across Boards.  The group works closely with the NHS National IT Security Lead, 
Colin Howarth.  East Dunbartonshire Council participates in the Scottish Local 
Information Security Group.   

 
 
Yours sincerely, 
 
 
 
 
Mrs Susan Manion  
Chief Officer  
East Dunbartonshire Health & Social Care Partnership 
 
 

 

 

 

 

 

 

 

 

 


