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Dear Neil 
 
Thank you for your recent letter on behalf of the Health and Sport Committee about IT 
Cyber attacks.  
 
Taking your questions in order: 
 
1. What impact did the recent cyber attack have on your organisation and the 

public? 
 

The Golden Jubilee Foundation was not infected by the IT cyber attack incident. All 
clinical services, as well as Hotel services, were operating ‘business as usual’. 
 
Our incident response plan was immediately implemented on Friday afternoon as soon 
as the threat became apparent and business continuity plans were initiated as a 
precautionary measure.  
 
All of our local systems were accessible. Security update ‘patching’ took place over the 
weekend as releases from Microsoft and Sophos were received. On Sunday evening, 
all local, regional and national systems were fully operational and access resumed.  
  
No data was lost or compromised. 
 
From a public perspective, we engaged with our patients, staff and public in a number 
of ways over the weekend. These included ‘business as usual’ messages through our 
social media channels, website and through traditional media. A Staff Bulletin was 
issued on Friday night with alert messages posted on our staff intranet site. 

 
2. Following the cyber attack how has your approach to prevention of such attacks 

been revised? 
 

Prior to the recent issue, we identified cyber attacks as a potential risk and our Audit 
and Risk Committee asked for an external review of our maturity in this area. This was 
carried out by our external auditors PricewaterhouseCooper (PwC). As a result, a 
series of workshops were attended by eHealth management and technical staff to 
provide an understanding of the six cyber domains, and assess current and desired 
maturity. These were held in March 2017and a report, produced by PwC, containing 
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the full detail of the Cyber Security Assessment is being presented to our Audit and 
Risk Committee in June. 
 
Where gaps were identified between current and desired maturity levels, the eHealth 
team produced a detailed action plan outlining activity to be undertaken to achieve our 
desired maturity level.. Progress is monitored by the eHealth Steering Group and 
updates presented to the Senior Management Team.  
 
Following the cyber attack, a detailed debrief (including lessons learned) session was 
held with senior and operational staff and actions agreed. These actions included 
investigating XP devices, and enhancing communication and training activities about 
cyber security. This report will be presented to the next Senior Management Team 
meeting and to our Audit and Risk Committee in June. 

 
3. What additional support would assist in preventing such attacks? 
 

Support and progress in this area was already in place and in line with our existing 
plans. The actions from the recent debrief related to communication and continuing to 
raise awareness of cyber attacks with staff. 
 

4. To what extent do you collaborate with other Boards on IT security issues? 
 

The Golden Jubilee Foundation IT Security Officers meet with colleagues from other 
NHS Boards and professional peers on a regular basis to share best practice, skills, 
and knowledge. 

 
 

I sincerely hope that the information provided in this letter is useful to the Health and Sport 
Committee members and adequately covers the questions posed. Please let us know if 
you need further clarification or more information. 
Thank you once again for your interest in the Golden Jubilee Foundation. 
 
Regards, 
 
 

 
Jill Young DL 
Chief Executive  
 

 


