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Dear Mr Finnie 
 
Re: Remotely Piloted Aircraft Systems/Drones  
 
I refer to our previous correspondence on this subject, my recent appearance at the Justice 
Sub-Committee on Policing and your comments earlier this week to DCC Kerr during his 
attendance at Committee on other matters.  
 
Firstly, can I apologise for any confusion caused to date, in either the written or oral evidence 
provided. I want to ensure both you and other members of the committee have the necessary 
detail and information to report on this subject and have therefore detailed a further response to 
you herein.  
 
Throughout this process I have endeavoured to address all the points raised and it is therefore 
regretful that you are concerned that the Sub-committee has been given misleading, inaccurate 
or incomplete information. Let me assure you that this was not the intention and I have added 
context below that I hope clarifies the position. 
 
Police Scotland is ensuring any public interest issues arising from the use of drones are 
carefully considered and addressed, with the aim of improving public confidence in our enduring 
commitment to keeping Scotland’s communities safe and secure. The role of the Committee in 
that regard is crucial and I am fully committed to ensuring you have all the information and detail 
you seek. 
 
By way of update I thought it perhaps helpful to summarise some high level information on the 
matter:  
 

 Police Scotland have a total of seven drones. 
 

 In order to comply with Civil Aviation Authority (CAA) regulations to train all drone pilots to a 
suitable standard prior to their attendance on a National course, three DJI Phantom 4 
platforms were purchased.  These are primarily training machines.  Subsequently three 
operational platforms (M210) were purchased.  
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 A fourth DJI Phantom 4 was given to Police Scotland by the Crown Office.  This machine 
had been seized as a production and on conclusion of the criminal case was to be 
destroyed.  

 

 Drones are located at Aberdeen (two), Inverness (two) and Glasgow (three).     
 

 Police Scotland has not suffered any in-flight failures or losses of drones. 
 

 The DJI M210 represents best value in terms of current technology, reliability, suitability 
and cost.  The DJI M210 continues to be used successfully by a significant number of 
police forces and commercial users across the UK and globally.   

 

 Police Scotland only deploys drones for a legitimate policing purpose, where it is 
considered necessary and proportionate to do so.  Data Protection Impact Assessment 
(DPIA) and Equalities and Human Rights Impact Assessment (EqHRIA) were completed 
before drones were deployed operationally in May 2019.  These are reviewed and updated 
annually to reflect changes in legislation, policy and technology. 

 

 Both the DPIA and EqHRIA are currently subject of a comprehensive review.   
 

 All Police Scotland drone operations are governed by the CAA and are fully compliant with 
aviation legislation.  The CAA has granted Police Scotland a Standard Permission and 
Operational Authorisation to undertake drone activity in support of policing operations in 
both urban and rural environments.  

 

 Drones are deployed for missing person searches, however can also be considered for 
deployment for a variety of policing incidents. 

 

 Police Scotland do not use drones for covert surveillance purposes and have no plans to do 
so.  

 

 Police Scotland are currently developing a Code of Practice for drone use. 
 
As you are aware, a revised Drone Evaluation Report will be presented at the SPA Performance 
Committee on 9 March 2021.    
 
There are clear benefits in expanding the use of drones to deliver further operational and 
community benefits with a primary focus on public safety and protecting vulnerable people.  
Police Scotland will consider the deployment of drones (where it is considered both necessary 
and proportionate) to a variety of incidents and the report to the SPA will further explore these. 
 
Moving forward, Police Scotland will also ensure that we continue to engage with:  
 

 The CAA regarding legislative compliance and safety. 
 

 Industry, manufacturers and academia to establish what technology is available and 
whether it would meet the requirements of Police Scotland. 
 

 External stakeholders such as COSLA and Local Scrutiny Committees. 
 

 Internal stakeholders such as Divisional Commanders and Heads of Department.   
 

 
 
 



OFFICIAL 
 

Page 3 

 

 
Moving on, I would now like to offer the following information by way of clarification regarding 
the evidence given by myself at the Sub-committee on 18 January 2021. 
 
Numbers of Drones in Operational Use and Types of Deployments 
 
In my evidence to the JSCP, I referred to Police Scotland operating with three drones. My 
response was given based on these being the main operational drones used for missing person 
searches and other major incidents. They are the only drones fully equipped with thermal 
imaging and other applicable technology. However, Police Scotland does have access to seven 
drones in total. 
 
As per my letter dated 5 February 2021, prior to procurement of the operational drones and to 
enable training of officers as drones pilots, three DJI Phantom 4 platforms were purchased.  
These are located at Aberdeen, Inverness and Glasgow.  A further DJI Phantom 4 was obtained 
from Crown Office who had released the machine to Police Scotland following the conclusion of 
a criminal case in which this machine was a key production.  There were no costs associated 
with this.  These platforms can also be deployed operationally but only for aerial imagery, for 
example, crime scene analysis, post incident investigation and planning.  
 
In relation to the discrepancy, this was in no way intended to mislead the Sub-committee.  My 
response was given based on the main operational drones used for missing person searches 
and other major incidents.  However, I accept it would have been clearer to provide details of 
the additional drones used for training and aerial imagery.  
 
The DJI Phantoms are also listed within the Police Scotland Operations Manual and approved 
for use by the CAA.  The use of the Phantoms is also included in the overall evaluation.    
 
The DJI Phantoms have only been used for training and aerial imagery as detailed.   
 
Regulation of Investigatory Powers (RIPSA) – Covert/Overt Use of Drones  
 
In my appearance at the JSCP on 18 January 2021, as was accurately recorded, I said: 
 
“First, I robustly rebut any “fishing exercise” analogy or that drones have in any way, shape or 
form been used for such matters since their operational deployment.  RIPSA defines covert 
surveillance in a detailed way.  It is surveillance that is intended to be carried out without the 
subject knowing.  That is not something that we have employed the drones to do, nor is it 
anything that we intend to employ the drones to do.  
 
I would be happy to provide a demonstration of the drones, so that you can see their size; the 
noise that they make, which is not insignificant; the fact that they more routinely fly at a relatively 
low level—up to a couple of hundred metres; and that they do not fly in a way that is removed 
from the incident with which they are dealing, as may be the case with helicopters, for example.  
 
As I have said before, the drones are deployed in line of sight of officers in full uniform, which, 
like the vehicles in which they travel, is high-visibility.  In addition, we advertise and articulate 
the deployment of the drones in advance of that happening.  Although we always take into 
account collateral intrusion and proportionality in using drones, I am confident that there are no 
concerns around that covert element of surveillance, or that there is any confusion over their 
deployment in that spirit.” 
 
I apologise if my oral evidence was not clear, however for absolute clarity I can confirm that 
drones are not deployed by Police Scotland to undertake covert surveillance.   
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Any potential tasking of this nature would require to be carefully considered in terms of the 
Regulation of Investigatory Powers (Scotland) Act 2000 (RIPSA), and with the appropriate 
regulatory authority.  Police Scotland considers drones as unsuitable for covert work due to their 
close proximity to the pilot (a uniformed Police Officer) and proximity to the area of operation.  
 
It is recognised that drones are potentially less visible than the Police Scotland helicopter due to 
its size and noise, and the public may not be aware that it is being operated by the police.  
Police Scotland aims to alert the public when operating drones by:  

 

 Use of social media prior to the activity. 

 Local community engagement at private dwellings, land owners and business premises. 

 Distribution of a Police Scotland privacy notice leaflet if appropriate. 

 Drone Pilot Officers in Hi-Viz uniform utilising a marked police vehicle. 

 Police signage deployed at the take-off/landing area warning of drone activity.  
 

By law, officers must maintain continuous visual line of sight with the system when in flight.  This 
means that the officers will always be in close proximity to the drone.  It is not flown from an 
office to remote location.  For example, when deploying to an incident within an urban area, 
officers will attend there by marked vehicle, on arrival they will conduct a site survey, ensuring 
roads/streets are cordoned off and a sterile area created before deploying RPAS.  This allows 
officers to operate RPAS safely and unhindered, while minimising the risk to the public in the 
vicinity. 
 
As stated in my evidence, there is certainly a need to consider and develop a Code of Practice 
that allows for transparency and a better understanding of our use of drones. Whilst I am of the 
view that there is sufficient legislation in place to ensure that the use of drones is lawful, 
proportionate and can be justified, I acknowledge there would be a benefit from a Code that 
enables a wider understanding of the parameters, the spirit and the tone in which drones are 
used. This is crucial for the maintenance of public confidence and trust and is therefore work 
that will be prioritised.   
 
Further Clarification Regarding the Deployment of Drones Referenced in the DPIA Dated 
12/03/20 
 
In respect of the DPIA, Part 1 Section 2 assesses the reason for the processing of data.  The 
scenarios provided in that section, at 1.2.1, are typical examples of a policing incident or 
operation in which drones could be deployed to support that response. 
 
I appreciate that the DPIA references five examples which encapsulate a number of policing 
incidents. However it would be remiss of Police Scotland not to consider the risk associated with 
the deployment to such scenarios and the potential impact on individuals.   
 
Air Support to such policing incidents/events/operations is not covert surveillance and would be 
intended to provide situational awareness for the Police Incident Officer or Police Commander in 
order that they can make informed decisions and provide a proportionate and suitable response 
and effective deployment of ground resources as part of that response.  In the event that a 
crime or offence has been detected during such an incident, which has been captured by the 
drone camera, then imagery or footage of this incident will be used in subsequent criminal 
proceedings.  
 
This would be in line with the general duties under Section 20 of the Police Fire & Reform 
(Scotland) Act 2012. 
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In respect of Section 1.1.4 and the summary of the project provided, I accept that the use of the 
modal verb “will”, in respect of the types of deployments, could be misinterpreted as a definitive 
intent as opposed to expressing the possibility of such deployments.  I assure you that this will 
be appropriately addressed and defined in the revised 2021 DPIA due out in late March and I 
apologise for any confusion caused. 
 
As you are aware a DPIA is a legal requirement when a controller of personal data (in this case 
Police Scotland) proposes to process personal data that could result in high risk to the rights 
and freedoms of individuals, and is a framework to identify and mitigate data protection risk.   
 
If there is an operational requirement to deploy drones at a pre-planned event, then the 
requirement for an assessment of the deployment in terms of RIPSA is considered as part of the 
planning process.  If necessary an application would be made for a “directed” surveillance 
authority.  However this would not result in the RPAS deployment being covert with the 
necessary public engagement undertaken to ensure awareness of the use of drones. 
 
The DPIA is contingency based and as you are aware Police Scotland has informed the Sub-
committee, in writing and in evidence, that drones have not been used for covert directed 
surveillance and that there are no plans to do so.  It is prudent, however, that the DPIA cover all 
possibilities which is what we have sought to do in order to be transparent.   
 
It remains the case, and it is reflected in the DPIA, that Police Scotland may have to consider 
whether the use of drones is necessary, proportionate and justifiable for national security or 
terrorist incidents.   
 
To that end, I am content that the evidence to the Sub-committee is not contradictory and I trust 
this further explanation clarifies the position.  
 
Further Point of Clarification 
 
With reference to your letter dated 18 February 2021, in which you requested the following 
details:  
 
“Finally, the DPIA indicates that no consultation is to be undertaken, as a consultation was 
conducted in 2019 for the initial DPIA. The Sub-Committee is unaware of any external 
consultation on the DPIA in 2019, could you please provide details?” 
 
I can confirm that internal consultation was carried out and is referenced in the 2019 DPIA, 
Page 19, and Q38. 
 
This consultation was conducted by the Air Support Unit who engaged with a number of other 
forces in England - Cumbria Constabulary, Devon & Cornwall Police and Sussex Police. These 
three forces have well established RPAS units with all the necessary data protection 
requirements in place, which had been approved at Force Executive and Police & Crime 
Commissioner level.   As such Police Scotland sought to benchmark with these forces in terms 
of DPIA requirements and the use of drones. In addition, internally within Police Scotland, 
consultation regarding the DPIA was carried out with the Information and Communications 
Technology Department (ICT), Contact Command & Control Division (C3) and Information 
Management. 
 
As there is no mandated requirement to consult externally this was not specifically done. 
However, to ensure a level of consistency and in light of feedback, the 2021 DPIA will include 
revised internal consultation.   As you are aware this activity is ongoing. 
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Whilst not detailed in the DPIA during April 2019, in advance of the media launch for drones, 
Police Scotland engaged with internal and external stakeholders, which included the Scottish 
Police Authority, Local Authorities, National Health Service, National Missing Persons Helpline, 
Scottish Mountain Rescue, Scottish Society for the Prevention of Cruelty to Animals and the 
Royal Society for the Protection of Birds.      
 
Collaborative Research Projects 
 
Police Scotland Air Support Unit is currently collaborating on a number of projects with both 
industry and academia. These include: 
 
University of Glasgow Aerospace Sciences Research Division 
 
Police Scotland has worked with students from the ‘Aerospace Systems Design Project 4’ 
course since 2017.  Each term, new students work with the support of officers from the Air 
Support Unit with a long term aim of designing and constructing a bespoke RPAS platform for 
Police use and ongoing university research. Projects include visual displays and algorithms 
designed to minimise flight times while searching for missing people.  
 
University of the West of Scotland (UWS)/THALES/Centre for Excellence for Sensing, 
Imaging and Internet of Things technologies (CENSIS)  
 
Police Scotland Air Support Unit has been in collaboration with the aforementioned parties since 
October 2018 to establish how best to work together and what technologies to explore. The 
project ran for a year and utilised artificial intelligence to aid in the search for missing people. 
For the avoidance of doubt this system is not facial recognition – it is designed to prompt 
enquiry in relation to what may or may not be a shape similar to a human body. In closing I 
would again emphasise that at no time were members of the public recorded and at no time was 
facial recognition technology used. 
 
This project has also won two awards – the Centre for Engineering Education & Development 
Innovation Award and the Knowledge Exchange/Transfer Award of the Year at the Times 
Higher Education Awards 2020. 
 
Fundamentally this work is centred on improving the response to missing person searches.  
This work has provided significant benefits to Police Scotland and has allowed access to 
technology that would normally be beyond current financial capabilities and has enhanced, and 
will continue to enhance the search for missing people.  
 
University of the West of Scotland - Engineering and Physical Sciences Research 
Council (EPSRC) 
 
Police Scotland Air Support Unit has also supported an application for funding by University of 
the West of Scotland for a project that will look at harvesting energy from the RPAS whilst it is in 
flight, using a number of different technologies including solar cells.  To be able to potentially 
recycle energy to increase battery life could have significant benefits in terms of reducing the 
carbon footprint and increasing flight times, particularly in the search for vulnerable missing 
people.  This application is still pending. 
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I trust this provides the clarity you seek and addresses any concerns in respect of the 
information provided to date. 

 
Yours sincerely  
 
 

 
 
 
Mark Williams 
Assistant Chief Constable 
Operational Support 


