J/S5/16/2/A

JUSTICE COMMITTEE
AGENDA
2nd Meeting, 2016 (Session 5)
Tuesday 28 June 2016
The Committee will meet at 10.00 am in the Mary Fairfax Somerville Room (CR2).
1.

Declaration of interests: Mary Fee will be invited to declare any relevant
interests.

2.

Decision on taking business in private: The Committee will decide whether
to take item 6 in private.

3.

HM Inspectorate of Constabulary in Scotland Assurance Review of Police
Scotland’s Counter Corruption Unit: The Committee will take evidence
from—
Derek Penman, HM Inspector of Constabulary in Scotland, Stephen
Whitelock, Lead Inspector, and John Young, Associate Inspector, HM
Inspectorate of Constabulary in Scotland.

4.

Subordinate legislation: The Committee will consider the following negative
instruments—
Sexual Offences Act 2003 (Prescribed Police Stations) (Scotland)
Amendment Regulations 2016 (SSI 2016/187);
Air Weapons Licensing (Scotland) Regulations 2016 (SSI 2016/188).

5.

Investigatory Powers Bill (UK Parliament legislation): The Committee will
consider its initial approach to the legislative consent memorandum lodged by
Michael Matheson (LCM(S5)2).

6.

Work programme: The Committee will consider its work programme.
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Justice Committee
2nd Meeting, 2016 (Session 5), Tuesday 28 June 2016
Police Scotland Counter Corruption Unit
Note by the clerk
Background
1.

On 1 April 2013, Police Scotland established a dedicated national Counter
Corruption Unit (CCU) with a remit to investigate all allegations of corruption in
order to protect the integrity of the police service or the wider public sector.

2.

Following an inspection of Police Scotland by the Interception of Communications
Commissioners Office (IOCCO), in 25 November 2015, the Interception of
Communications Commissioner reported that there had been contraventions of the
Acquisition and Disclosure of Communications Data, Code of Practice 2015 in
respect of five applications for communications data submitted by Police Scotland
relating to one investigation being undertaken by the CCU.

3.

The Commissioner reported that these applications sought communications data in
order to determine either a journalist’s source or the communications of those
suspected to have been acting as intermediaries between a journalist and a
suspected source. In each case judicial approval was not obtained to acquire this
communications data and in each case the applications failed to satisfy adequately
the requirements of necessity and proportionality or to give due consideration to
Article 8 or Article 10 of the European Convention on Human Rights (ECHR).
Furthermore, two of the applications had been approved by a Designated Person
who was not independent of the investigation, resulting in a breach of the
aforementioned Code of Practice.

Review
4.

In response to the findings, John Foley, Chief Executive Officer of the Scottish
Police Authority formally requested Her Majesty's Inspectorate of Constabulary in
Scotland (HMICS) to carry out an in-depth assurance review of the effectiveness
and efficiency of Police Scotland’s counter corruption practices.

Terms of reference
5.

The Scottish Police Authority set out the following expectations of the areas to be
reviewed by HMICS:






Independent view of the operations, systems and procedures in place.
Independence of the internal investigation function.
Governance and accountability.
Training and guidance for officers and staff.
Assurance against best practice.

6.

The review was not to re-examine or comment on the finding by the Commissioner,
but did include an examination of the wider investigation conducted by Police
Scotland’s CCU into the circumstances which gave rise to the applications.

7.

Please see here for the full terms of reference.
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Scrutiny by the session 4 Justice Committee
8.

In autumn 2015, the Justice Committee noted reports that Scottish police officers
may have unlawfully obtained communications data relating to journalistic sources.

9.

On 1 December 2015, the Committee agreed to take evidence on the Interception
of Communications Commissioner’s statement of 25 November that Police
Scotland had contravened the Acquisition and Disclosure of Communications Data
Code of Practice. Evidence was taken on 15 December 2015 and 12 January
2016.

10. The Committee subsequently agreed to take evidence on two related issues:
internal communications at Police Scotland, and Police Scotland's policies and
procedures in relation to the protection of staff who report malpractice within the
organisation. Evidence was taken on 1 March 2016.
11. The previous Justice Committee made the following recommendation on
interception of communications by Police Scotland in its legacy paper:
“The Committee recommends that our successor committee returns to the issue
after HMICS has reported on its review of Police Scotland’s Counter Corruption
Unit in the spring of 2016 and at the conclusion of any Investigatory Powers
Tribunal proceedings. We also suggest that our successor committee revisits the
issue of whistle-blowing at Police Scotland in due course to assess what progress
has been made in improving its policies and practices in this area.”
Recent developments
12. HMICS was to publish a report of its findings in Spring 2016, in line with the
timeline requested by the Scottish Police Authority.
13. On 20 May 2016, Derek Penman, HM Inspector of Constabulary Scotland, wrote to
the Committee with an update on the proposed publication date, indicating that he
anticipated the report being published in the week commencing 27 June 2016.
“Given the complexities of our review and the ongoing Investigatory Powers
Tribunal, we have extended the time allocated for our quality assurance
processes and factual accuracy checking with stakeholders. As a consequence,
we now anticipate publishing our report in the week commencing 27 June 2016.”
14. The Committee requested that Mr Penman use all of his “endeavors to ensure that
the report is published by no later than the morning of Monday 27 June” and invited
him to provide oral evidence on his main findings on Tuesday 28 June.
15. In response Mr Penman agreed to publish an interim report on Monday 27 June
which would cover the review of the CCU investigation into the alleged unlawful
disclosure of sensitive information to a journalist. Mr Penman also agreed to
provide oral evidence on the interim report at the Justice Committee meeting on 28
June.
16. Once the final report is published, it will be for the Committee to decide what further
action, if any, it wishes to take on any matters it raises.
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Justice Committee
2nd Meeting, 2016 (Session 5), Tuesday 28 June 2016
Subordinate legislation
Note by the clerk
Purpose
1.

This paper invites the Committee to consider the following negative instruments:


Sexual Offences Act 2003 (Prescribed Police Stations) (Scotland)
Amendment Regulations 2016 (SSI 2016/187) [see page 3];



Air Weapons Licensing (Scotland) Regulations 2016 (SSI 2016/188) [see
page 5].

2.
If the Committee agrees to report to the Parliament on either of the instruments it
is required to do so by 5 September 2016.
Procedure for negative instruments
3.
Negative instruments are instruments that are “subject to annulment” by
resolution of the Parliament for a period of 40 days after they are laid. This means they
become law unless they are annulled by the Parliament. All negative instruments are
considered by the Delegated Powers and Law Reform Committee (on various
technical grounds) and by the relevant lead committee (on policy grounds).
4.
Under Rule 10.4, any member (whether or not a member of the lead committee)
may, within the 40-day period, lodge a motion for consideration by the lead committee
recommending annulment of the instrument.
5.
If the motion is agreed to by the lead committee, the Parliamentary Bureau must
then lodge a motion to annul the instrument to be considered by the Parliament as a
whole. If that motion is also agreed to, the Scottish Ministers must revoke the
instrument.
6.
Each negative instrument appears on the Justice Committee‟s agenda at the first
opportunity after the Delegated Powers and Law Reform Committee has reported on
it. This means that, if questions are asked or concerns raised, consideration of the
instrument can usually be continued to a later meeting to allow the Committee to
gather more information or to invite a Minister to give evidence on the instrument.
Members should however note that, for scheduling reasons, it is not always possible to
continue an instrument to the following week. For this reason, if any Member has
significant concerns about a negative instrument, they are encouraged to make this
known to the clerks in advance of the meeting.
7.
In many cases, the Committee may be content simply to note the instrument and
agree to make no recommendations on it.
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Guidance on subordinate legislation
8.
Further guidance on subordinate legislation is available on the Delegated Powers
and Law Reform Committee‟s web page at:
http://www.scottish.parliament.uk/parliamentarybusiness/CurrentCommittees/delegate
d-powers-committee.aspx
Recommendation
9.

The Committee is invited to consider the instruments.
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SEXUAL OFFENCES ACT 2003 (PRESCRIBED POLICE STATIONS) (SCOTLAND)
AMENDMENT REGULATIONS 2016 (SSI 2016/187)
Introduction
10. The instrument is made under section 87(1)(a) of the Sexual Offences Act
2003(a) and all other enabling powers. The Regulations remove Gayfield and
Cumnock stations from the list of prescribed police stations; add Keith, Barrhead,
Helensburgh, Tiree, Levenmouth, Cumbernauld, and Coatbridge stations to the list;
and amend the addresses for 13 prescribed police stations on the current list. The
amendments required to these addresses are due to typographical errors, changes of
address within the same town, or additional address details becoming available.
11. The instrument comes into force on 1 July 2016.
Delegated Powers and Law Reform Committee consideration
12. The Delegated Powers and Law Reform (DPLR) Committee considered this
instrument at its meeting on 14 June 2016 and agreed to draw it to the attention of the
Parliament because there are errors in the police station postcodes substituted by
regulations 2(2)(m), (n) and (o); and there are errors in the postcodes in the entries for
Helensburgh Police Station and Keith Police Station as inserted by regulation 2(2)(p).
Extract from the Delegated Powers and Law Reform Committee’s 1st Report 2016
Sexual Offences Act 2003 (Prescribed Police Stations) (Scotland) Amendment
Regulations 2016 (SSI 2016/187) (Justice)
1.

The Regulations amend the list of police stations which are prescribed for the
purposes of the notification requirements in the Sexual Offences Act 2003.

2.

The Committee draws the instrument to the Parliament’s attention under
the general reporting ground in respect that:
(i)

there are errors in the police station postcodes substituted by
regulations 2(2)(m), (n) and (o),
(ii) there are errors in the postcodes in the entries for Helensburgh Police
Station and Keith Police Station as inserted by regulation 2(2)(p).
3.

The Committee notes that the Scottish Government intends to correct
these errors by further amending the Sexual Offences Act 2003 (Prescribed
Police Stations) (Scotland) Regulations 2014 at the first opportunity.

Justice Committee consideration
13. If the Committee agrees to report to the Parliament on this instrument, it is
required to do so by 5 September 2016.
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Policy Note: Sexual Offences Act 2003 (Prescribed Police Stations) (Scotland)
Amendment Regulations 2016 (SSI 2016/187)
1.
The Sexual Offences Act 2003 (Prescribed Police Stations) (Scotland)
Amendment Regulations 2016 (“the Amendment Regulations”) are to be made in
exercise of the power conferred by section 87(1) (a) of the Sexual Offences Act 2003
(“the 2003 Act”). The Amendment Regulations are subject to negative procedure.
Policy Objectives
2.
In Scotland a sex offender becomes subject to the notification requirements of
Part 2 of the 2003 Act if that person is convicted of an offence listed in Schedule 3 of
the 2003 Act, or where another finding contained in section 80(1) of the 2003 Act is
made against them, or if a sexual offences prevention orders as provided by sections
104 to 109 of the 2003 Act has been made against that offender, which includes a
requirement to comply with the notification requirements. Such offenders have to
notify the police of their name, address, and certain other personal details within
3 days of their conviction, sentence, or when a sexual offences prevention order is
made.
3.
Section 87(1) of the 2003 Act provides that a sex offender gives notification
under sections 83(1), 84(1), or 85(1) of the 2003 Act by attending any police station in
their local police area which is prescribed for those purposes by regulations. The
Sexual Offences Act 2003 (Prescribed Police Stations) (Scotland) Regulations 2014
(“the 2014 Regulations”) prescribed a list of police stations in Scotland at which a sex
offender can attend to notify the police of their details. The 2014 Regulations came
into force on 28th June 2014.
4.
Section 87 of the 2003 Act empowers the police to take photographs, fingerprints
and samples to verify the offender‟s identity upon notification. Notification should
therefore take place at a station where the necessary facilities are available.
The Amendment Regulations will:




Remove 2 listed prescribed police stations. The stations being removed are
Gayfield and Cumnock.
Add 7 new prescribed police stations. The stations being added are Keith,
Barrhead, Helensburgh, Tiree, Levenmouth, Cumbernauld, and Coatbridge.
Amend the addresses for 13 prescribed police stations on the current list. The
amendments required to these addresses are due to typographical errors,
changes of address within the same town, or additional address details
becoming available. Police Scotland confirm that all these addresses have
been checked with local Divisions and with the Royal Mail website.

Consultation
5.
The Police Service of Scotland (PSOS) was consulted on the 2014 Regulations
and provided us with details of the changes, enabling us to draft the Amendment
Regulations . PSOS is clear that the revised list delivers the required geographical
coverage across Scotland to allow those offenders who are subject to the notification
requirements of the Sexual Offences Act 2003 to comply with the said requirements.
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Impact Assessments
6.
The impact of the Amendment Regulations will be purely administrative for the
Police and individuals subject to the notification requirements of the Sexual Offences
Act 2003. There will be no impact on businesses, equalities or strategic environment,
therefore no impact assessments have been carried out.
Financial Effects
7.
The Amendment Regulations have no financial effects on the Scottish
Government‟s program expenditure.
AIR WEAPONS LICENSING (SCOTLAND) REGULATIONS 2016 (SSI 2016/188)
Introduction
14. The instrument is made under sections 35(1), 36(1) and 86 of the Air Weapons
and Licensing (Scotland) Act 2015(a) and all other enabling powers. The Regulations
set out the detailed provisions required to fully implement the new licensing regime for
air weapons, including making provision about the application processes; making
provision for the charging of fees by the chief constable in respect of applications; and
setting out transitional arrangements in relation to applications for an air weapon
certificate made in the initial period between 1 July and 31 December 2016.
15. The instrument comes into force on 1 July 2016.
Delegated Powers and Law Reform Committee consideration
16. The Delegated Powers and Law Reform (DPLR) Committee considered this
instrument at its meeting on 14 June 2016 and agreed that it did not need to draw it to
the attention of the Parliament on any grounds within its remit.
Justice Committee consideration
17. If the Committee agrees to report to the Parliament on this instrument, it is
required to do so by 5 September 2016.
Policy Note: Air Weapons Licensing (Scotland) Regulations 2016 (SSI 2016/188)
1.
The above instrument is made in exercise of the powers conferred by sections
35(1), 36(1) and 86 of the Air Weapons and Licensing (Scotland) Act 2015 (“the 2015
Act”). It is subject to the negative procedure.
Background
2.
Part 1 of the 2015 Act introduces new controls on the use, possession,
purchase and acquisition of air weapons. Under section 2, anyone wishing to use,
possess, purchase or acquire an air weapon in Scotland will be required to hold a valid
air weapon certificate (AWC) as from 31 December 2016. This requirement is subject
to a number of exemptions which are set out in schedule 1 of the 2015 Act. These
include exemptions for holders of police or visitor permits, authorised events and
approved air weapon clubs. Applications for an AWC, a permit or a club approval will
be made to, and determined by, the Chief Constable of the Police Service of Scotland
5
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(“Police Scotland”). Although the new air weapons licensing regime does not fully
come into force until 31 December 20161, advance applications for AWCs, police
permits, visitor permits and event permits can be made and determined as from 1 July
2016. However, any certificate or permit granted before 31 December 2016 will not
take effect until that date. Air weapon clubs may also apply for, and be granted, an
approval as from 1 July 2016.
Policy Objectives
3.
The purpose of these Regulations is to set out the detailed provisions required
to fully implement the new licensing regime for air weapons. This includes:
 making provision about the application processes under Part 1 of the 2015 Act,
and also in relation to AWCs, police permits, visitor permits, event permits and
approvals of air weapon clubs;


making provision for the charging of fees by the Chief Constable in respect of
applications under Part 1 of the 2015 Act, and also in respect of the Chief
Constable‟s performance of functions under that Part, as well as specifying
circumstances in which no fee is payable; and



setting out transitional arrangements in relation to applications for an AWC
made in the initial period between 1 July and 31 December 2016. These are
designed to ensure as smooth a transition as possible when the new air
weapons licensing regime comes into operation alongside the existing firearms
licensing regime, having regard to the impact on Police Scotland‟s firearms
licensing function in the longer term.

Part 2 of the Regulations (including schedules 1 and 2) – Forms and procedure etc.
4.
As with the licensing of firearms and shot guns under the Firearms Act 1968
(“the 1968 Act”), air weapons licensing will be carried out by Police Scotland, with all
certificates, permits and approvals granted by the Chief Constable.
5.
Part 2 prescribes the various application forms to be completed by those
applying for the grant or renewal of an AWC, a permit or a club approval (as the case
may be), and for those seeking a variation of an existing AWC, permit or approval. It
also prescribes the form and content of AWCs, police permits, visitor permits, event
permits and approvals of air weapon clubs, as well as the conditions which must be
attached to them.
6.
The various forms are set out in schedule 1. Their structure and appearance is
based on the equivalent documents, where these exist, currently in use under the
firearms licensing regime under the 1968 Act. Those forms and associated
procedures are set out in the Firearms Rules 1998 (SI 1998/1941, as amended).
Using the existing regime as a model ensures that there is a level of familiarity in the
new regime both for existing shooters and for the police. The forms as set out in
schedule 1 have been agreed following detailed discussion with Police Scotland.
7.
The information required on each of the forms is that which is deemed
necessary to enable Police Scotland to properly determine each application. The level
1

See the Air Weapons and Licensing (Scotland) Act 2015 (Commencement No. 3 and Transitional
Provisions) Order 2016 (SSI 2016/130).
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of information required in some cases, for example for a short-term visitor permit, is
less than that required to determine a full 5-year certificate. This seeks to ensure that
a proportionate level of checking is undertaken in each case. It will be up to the police,
however, to consider each case on its merits, and to seek further information from
applicants if this appears necessary or advisable to arrive at a proper determination.
8.
Schedule 2 prescribes the mandatory conditions which the Scottish
Government considers should be attached to each air weapon certificate, police
permit, visitor permit and club approval granted. These have been agreed with Police
Scotland, and reflect those for existing firearm and shot gun certificates. Police
Scotland may attach additional conditions to a certificate, permit or approval,
depending on the particular circumstances of the case. However, they must be
consistent with the prescribed mandatory conditions.
9.
Part 2 further provides for any AWC, permit or approval which has been
damaged, destroyed, lost or stolen to be replaced on payment of an administrative fee.
Part 3 of the Regulations (including schedule 3) – Fees
10.
Firearms licensing comes at a cost to police resources. Throughout the
passage of the Bill for the 2015 Act, the Scottish Government was clear that Police
Scotland should charge a fee for processing and considering the various applications
under Part 1 of the 2015 Act. Part 3 of the Regulations, therefore, specifies the fees
that are to be charged by the Chief Constable in respect of applications made, and
licensing functions performed, under Part 1 of the 2015 Act. These are set out in a
table of fees in schedule 3 of the Regulations.
11.
Whereas firearm and shot gun licence fees are only charged following a
successful application, AWC fees will be charged in full at the point of application.
This reflects the fact that the work necessary to properly determine an application for
grant or renewal must be undertaken, whether or not the application is successful.
Accordingly, section 35(3) of the 2015 Act provides that an application is only valid
when the required fee is paid. Police Scotland will only determine an application once
the fee has been paid by the applicant.
12.
Entry 1(a) of Part 1 of the table of fees specifies the fee for an application for a
full 5-year AWC (section 8(1)(b) of the 2015 Act) where the applicant is 18 years of
age, while entries 1(b) to (e) specify different fees for applicants under the age of 18.
This is due to the fact that section 7 of the 2015 Act sets out special requirements and
conditions for young persons aged 14 to 17. It provides that young persons may not
purchase, hire, accept a gift of or own an air weapon in their own right (section 7(4)).
Section 7(5) also places restrictions on the type of shooting which may be undertaken
by young AWC holders. These restrictions will no longer apply when an AWC holder
reaches the age of 18. Section 8(1)(a) of the 2015 Act therefore makes provision for a
young person‟s AWC to expire at that time. Entry 1 of Part 1 of the table of fees
reflects this shorter duration for young persons‟ AWCs, and sets out a reduced fee
level to be charged according to the applicant‟s age at the time of application.
13.
Overall, the table sets out a tariff of fees which seeks to strike a balance
between the full cost of processing and determining each application, and a fee at a
level which, while affordable, reflects the responsibility attaching to ownership and use
of a firearm. In addition, the main fees for an AWC (£72.00) are set at a level
somewhat lower than that for a more powerful firearm under section 1 of the 1968 Act
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(£88.00) or a shot gun under section 2 of that Act (£79.50). The fee levels have been
set following detailed discussion with Police Scotland, to ensure that they make a
reasonable contribution towards the cost of processing the applications.
14.
Part 3 further specifies that no fee will be payable in respect of the variation of
an approved air weapon club‟s approval. This is in line with the existing licensing
system, and reflects the fact that the majority of such variations relate solely to minor
administrative matters such as a change of Club Secretary or other responsible
official. The Scottish Government does not consider a fee appropriate in such cases.
Part 4 of the Regulations (including schedule 4) – Transitional provisions
15.
Police Scotland already manages some 60,000 firearm certificate (FAC) and
shot gun certificate (SGC) renewals in a cycle of three year „peaks‟ and two year
„troughs‟. These peaks and troughs are a result of the provisions of the Firearms
(Amendment) Act 1997, which extended the duration of a FAC/SGC from three to five
years. As a result, only new applications were processed in 1998 and 1999, but no
renewals. This has led to a significant, recurring cycle of three busier years and two
quieter years of renewals. The current „peak‟ period runs from 2015 to 2017, followed
by a relatively quiet 2018 and 2019.
16.
Throughout the development of the provisions of the 2015 Act and the details of
the licensing regime, Police Scotland and others raised concerns with the Scottish
Government about the impact of introducing air weapon users into the existing
firearms licensing system. These concerns were raised with the Parliament‟s Local
Government and Regeneration Committee during Bill evidence sessions in 2014-15.
At paragraph 137 of its Stage 1 report, the Committee recommended that “The Bill
should be amended to give the Chief Constable of Police Scotland a degree of latitude
in the rollout of the air weapons certificate system to address future application peaks
and troughs”. In response, and in Parliamentary debate on the Bill, the Scottish
Ministers assured Parliament that they would seek to ensure that the impact of the
new regime was minimised as far as possible.
17.
Part 4 gives effect to that assurance. The provisions give Police Scotland
discretion to grant an AWC for a shorter duration period than the standard 5 years
provided for in section 8(1)(b) of the 2015 Act, so that it falls to be renewed during the
next quieter period of the licensing cycle. This is subject, however, to a minimum
period of 12 months. It applies only in relation to advance applications made before
31 December 2016 for the grant of an AWC, and only to those applicants who are
aged 18 years or more and who are not seeking to align their AWC with a FAC or SGC
under section 9(2) of the 2015 Act. As mentioned above, an AWC granted to an
individual under the age of 18 will expire when the individual attains the age of 18.
Where an applicant seeks alignment of different certificates under section 9(2), the
AWC will expire on the same day as the applicant‟s FAC or SGC (as the case may
be).
18.
Schedule 4 specifies that a reduced fee will be charged in respect of an
advance application, based on the period for which an air weapon certificate would be
granted if the application were successful. The fee to be charged is set at £1.20 per
month, disregarding any period before 31 December 2016 (since any AWCs granted
will not take effect until that date, when Part 1 of the 2015 Act comes fully into force).
This amount is based on the full 5-year fee of £72.00.
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19.
In order to ensure that AWC renewals will fall within the quieter licensing period,
any successful application would result in a certificate with an expiry date between
1 January 2018 and 30 September 2019. Accordingly, a certificate granted on an
advance application would be valid for a period of between 12 and 33 months, and the
relevant fee would be between £14.40 and £39.60.
20.
Schedule 4 sets out the advance application process as it will operate in the
transitional period: the police will, on receipt of an advance application, register the
application on the SHOGUN IT system; calculate the duration and expiry date of the
certificate, were it to be granted; calculate the appropriate fee and inform the applicant,
who will remit this to the police; on receipt of the fee the police will proceed to
determine the application as normal. On determination the police will, if granting,
issue the certificate with the appropriate expiry date.
21.
If Police Scotland determine that the advance application is to be refused, the
Chief Constable will, exceptionally during the transitional period only, refund to the
applicant any difference between the fee amount paid and the minimum transitional
fee of £14.40. This ensures that all persons seeking to make an advance application
will be treated equally, with no financial penalty accruing to those whose application is
refused.
22.
The Scottish Government considers these transitional provisions to be both
necessary and expedient for the purposes of, and in consequence of, Part 1 of the
2015 Act. They have been agreed with Police Scotland, and are believed to be the
most appropriate and practicable means of “smoothing” the new licensing application
and renewal process and helping to mitigate the impact of the new regime on Police
Scotland‟s existing firearms licensing functions. While the measures confer a
discretionary power on the Chief Constable which is not generally reflected elsewhere
in the regime, this is considered expedient for the limited purpose and time period
specified in the Regulations. Police Scotland is confident that these arrangements will
deliver the longer term benefit of ensuring that AWCs granted in accordance with
these provisions fall to be renewed during the quieter period in the 5-year licensing
cycle.
Consultation
23.
No formal consultation was carried out in relation to these Regulations.
However, full public consultation took place on the overall policy before the Bill for the
2015 Act was introduced. The relevant consultation documentation can be found at:
http://www.scotland.gov.uk/Topics/Justice/crimes/Firearms/governmentaction/airweap
onlicensing
24.
Informal consultation with stakeholders also took place throughout the Bill‟s
parliamentary passage, and this has continued during the implementation process. In
particular, the Scottish Government has held regular and detailed discussions with the
Police Service of Scotland.
Impact Assessments
25.
Both an Equality Impact Assessment (EQIA) and a Business and Regulatory
Impact Assessment (BRIA) were carried out in relation to the Bill for the 2015 Act. The
links below show the relevant documentation:
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EIA:

http://www.gov.scot/Publications/2014/05/3617

BRIA: http://www.gov.scot/Publications/2014/05/7168
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Justice Committee
2nd Meeting, 2016 (Session 5), Tuesday 28 June 2016
Investigatory Powers Bill legislative consent memorandum
Note by the Clerk
Introduction
1.
This paper seeks to inform Members‟ consideration of the legislative consent
memorandum (LCM) lodged by the Scottish Government in relation to the Investigatory
Powers Bill. The LCM is attached at Annexe A (page 5).
Legislative consent memorandum process
2.
The LCM process is the mechanism for the Scottish Parliament to give its consent
to the UK Government to legislate on devolved matters in the UK Parliament. Chapter 9B
of Standing Orders1 sets out the procedure governing the process. To give consent, the
Parliament must agree to a legislative consent motion. This cannot be lodged until the
lead committee has reported on the Bill.
3.
A LCM in respect of the Investigatory Powers Bill was lodged by the Scottish
Government on 23 June 2016. Under Standing Orders, an LCM must summarise what the
Bill does and what its policy objectives are, and specify the extent to which the Bill makes
provision for any purpose within the legislative competence of the Scottish Parliament, or
which alter the competences of the Scottish Ministers. If (as here) the intention of the
lodger of the LCM is to lodge a draft legislative consent motion, then the LCM should also
set out a draft legislative consent motion.
4.
Members may wish to note that, under Standing Orders, an LCM should “normally”
be lodged within 2 weeks of the relevant Bill being introduced into the UK Parliament. On
this occasion, there has been a significant lapse of time before lodging, as the
Investigatory Powers Bill was introduced in the House of Commons on 1 March 2016.
Clerks are seeking to ascertain how much time the Committee will have in practice to
consider the LCM and will notify the Committee in due course.
5.
As the LCM has only just been lodged, the Parliamentary Bureau has not yet
formally referred it to a lead Committee. However, the clerks understand that the intention
is to refer it to the Justice Committee, given that the vast majority of the provisions in
respect of which consent is being sought relate to justice matters. By giving the earliest
possible consideration to the LCM, before it has been formally referred to it, the Justice
Committee thus has the opportunity to agree to issue a call for evidence on it before the
Summer recess, which may be useful if the reporting period turns out to be tight. If the
Committee wishes, there would be an opportunity to consider a further approach to
scrutiny of the LCM at a later meeting in early autumn.

1

http://www.scottish.parliament.uk/parliamentarybusiness/26512.aspx
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The Investigatory Powers Bill
6.
The Investigatory Powers Bill2 aims to provide a framework to govern the use (by
the security and intelligence agencies, law enforcement and other public authorities) of the
following investigatory powers: the interception of communications, the retention and
acquisition of communications data, equipment interference for obtaining (private) data,
and the security and intelligence agencies‟ acquisition of bulk personal datasets. It will
replace the existing statutory scheme; create statutory safeguards; and enhance
communications data powers in order to reinstate capabilities that have been lost due to
the changing way in which people communicate. It will not be lawful to exercise such
powers other than as provided for by the Bill.
Purpose of the LCM
7.
The Bill makes provision for matters which are within the legislative competence of
the Scottish Parliament. It also makes provision to alter the executive competence of the
Scottish Ministers. As such, it is a “relevant Bill” under Chapter 9B of the Standing Orders
of the Scottish Parliament and consequently one requiring the consent of the Scottish
Parliament. It is in nine parts set out in the table below:
Part
Part 1
Part 2
Part 3
Part 4
Part 5
Part 6
Part 7
Part 8

Part 9
2

Title

Consent
required
General privacy provisions: this asserts the privacy of communications Yes
and provides for related offences.
Lawful interception of communications: this provides for interception: Yes
acquiring the content of communications.
Authorisations for obtaining communications data: this concerns No
authorisations for acquiring communications data.
Retention of communications data: this covers the retention of No
communications data.
Equipment interference: This concerns equipment interference: Yes
interfering with equipment (such as computers or smartphones) to obtain
communications, private information or equipment data.
Bulk Warrants: This contains powers for the security and intelligence No
agencies to intercept communications, conduct equipment interference
and to obtain communications data in bulk.
Bulk personal dataset warrants: This provides additional safeguards in No
respect of the security and intelligence agencies‟ acquisition and use of
Bulk Personal Datasets (BPD).
Oversight arrangements: This sets out new oversight regime Yes
arrangements which will replace the three existing commissioners (the
Intelligence Services Commissioner, the Interception of Communications
Commissioner and the Chief Surveillance Commissioner) with a single
new commissioner, the Investigatory Powers Commissioner (IPC). Part 8
also sets out a domestic right of appeal from the Investigatory Powers
Tribunal.
Miscellaneous and general provisions: this contains miscellaneous and Yes
general provisions.

http://www.publications.parliament.uk/pa/bills/lbill/2016-2017/0040/17040.pdf
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Reasons for requiring legislative consent (see LCM for fuller discussion)
Part 1
8.
The subject matter of Part 1 of the Act is Part III of the Police Act 1997
(authorisation to interfere with property) which falls within the competence of the Scottish
Parliament. The overarching privacy conditions place obligations on those exercising
functions under the Bill, including Scottish Ministers and this alters the executive
competence of the Scottish Ministers.
Part 2
9.
Interception of communications is reserved under schedule 5 of the Scotland Act
1998; however there are exceptions to this reservation including the interception of
communications to or by those in a place of detention. These exceptions are legislated for
in the Bill. Additionally, Part 2 imposes a limitation on the executive competence of
Scottish Ministers with the proposed introduction of judicial oversight on decisions to
authorise interceptions.
Part 5
10.
The subject matter of Part III of the Police Act 1997 (property interference) is
devolved. This part of the Bill seeks to provide a new equipment interference regime which
can keep pace with the development of modern technology and evolving methods of
communication and that is consistent throughout the UK. Additionally, the proposed new
warranted authorisation regime for equipment interference is subject to approval by a
Judicial Commissioner and would alter the executive competence of Scottish Ministers.
Part 8
11.
This part of the Bill provides oversight arrangements for devolved authorities and
bodies and seeks to replace the Intelligence Services Commissioner, the Interception of
Communications Commissioner and the Chief Surveillance Commissioner with a single
new commissioner the Investigatory Powers Commissioner (IPC) who will be supported by
Judicial Commissioners. In addition, this part will alter the executive competence of
Scottish Ministers as it removes their power to appoint a Scottish Surveillance
Commissioner and gives regulation making powers to the Secretary for State to modify
devolved matters in connection with the functions of the new IPC.
Part 9
12.
Part 9 introduces schedules 8 and 10. Schedule 8 seeks to alter the executive
competence of the Scottish Ministers by conferring on them a new power to issue
combination warrants while schedule 10 makes minor and consequential amendments,
including amendments to the Regulation of Investigatory Powers (Scotland) Act 2000.
Recommendation
13.
It is expected that the Committee will wish take evidence from the Cabinet
Secretary in the autumn before reporting on the LCM. The Committee may also wish to
consider issuing a call for written evidence with a possible view to taking oral
evidence from stakeholders before it hears from the Cabinet Secretary. If so, the
Committee is asked to agree the draft call for evidence in Annexe B (page 36).
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ANNEXE A
LEGISLATIVE CONSENT MEMORANDUM
INVESTIGATORY POWERS BILL
Background
1.
This memorandum has been lodged by Michael Matheson, Cabinet Secretary for
Justice, under Rule 9B.3.1(a) of the Parliament‟s Standing Orders. The Investigatory
Powers Bill (“the Bill”) was introduced in the House of Commons on 1 March 2016. The
Bill was carried over from the 2015-16 session to the 2016-17 by the UK Parliament and
received a second 1st reading in the House of Commons on 19 May 2016. The latest
version of the Bill can be found at:
http://www.publications.parliament.uk/pa/bills/lbill/2016-2017/0040/17040.pdf
2.
The Bill aims to provide a framework to govern the use (by the security and
intelligence agencies, law enforcement and other public authorities) of the following
investigatory powers: the interception of communications, the retention and acquisition of
communications data, equipment interference for obtaining (private) data, and the security
and intelligence agencies‟ acquisition of bulk personal datasets. It will replace the existing
statutory scheme; create statutory safeguards; and enhance communications data powers
in order to reinstate capabilities that have been lost due to the changing way in which
people communicate. It will not be lawful to exercise such powers other than as provided
for by the Bill.
3.

The Bill is in nine parts:


Part 1 asserts the privacy of communications and provides for related offences.



Part 2 provides for interception: acquiring the content of communications.



Part 3 concerns authorisations for acquiring communications data.



Part 4 covers the retention of communications data.



Part 5 concerns equipment interference: interfering with equipment (such as
computers or smartphones) to obtain communications, private information or
equipment data.



Part 6 contains powers for the security and intelligence agencies to intercept
communications, conduct equipment interference and to obtain communications
data in bulk.



Part 7 provides additional safeguards in respect of the security and intelligence
agencies‟ acquisition and use of Bulk Personal Datasets (BPD).



Part 8 sets out new oversight regime arrangements which will replace the three
existing commissioners (the Intelligence Services Commissioner, the Interception of
Communications Commissioner and the Chief Surveillance Commissioner) with a
single new commissioner, the Investigatory Powers Commissioner (IPC). Part 8
also sets out a domestic right of appeal from the Investigatory Powers Tribunal.
4
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Part 9 contains miscellaneous and general provisions.

Part

Title

Consent required
as agreed by
Scottish and UK
Governments

Part 1

General privacy provisions

Yes

Part 2

Lawful interception of communications

Yes

Part 3

Authorisations for obtaining communications data

No

Part 4

Retention of communications data

No

Part 5

Equipment interference

Yes

Part 6

Bulk Warrants

No

Part 7

Bulk personal dataset warrants

No

Part 8

Oversight arrangements

Yes

Part 9

Miscellaneous and general provisions

Yes

4.
Much of the Bill deals with matters which extend to Scotland but are reserved to the
UK Parliament by schedule 5 of the Scotland Act 1998 and make no alteration to the
executive competence of Scottish Ministers. Parts 3 and 4 of the Bill, which relate to
authorisations for obtaining, and retention of, communications data, Part 6 which makes
provision for bulk warrants and Part 7 which legislates for the use of bulk personal dataset
warrants all fall outwith the scope of the legislative consent motion. There are other areas
of the Bill which do alter the executive competence of the Scottish Ministers or legislate for
matters within the competence of the Scottish Parliament.
Reason for requiring legislative consent – general
5.
The Bill makes provision for matters which are within the legislative competence of
the Scottish Parliament. It also makes provision to alter the executive competence of the
Scottish Ministers. As such, it is a “relevant Bill” under Chapter 9B of the Standing Orders
of the Scottish Parliament and consequently one requiring the consent of the Scottish
Parliament.
6.
Provisions of the Bill which apply to Scotland and do require the legislative consent
of the Scottish Parliament are those which relate to the subject matter of Part III of the
Police Act 1997, intercept made by or to persons within a place of detention, and
amendments to devolved legislation such as the Regulation of Investigatory Powers
(Scotland) Act 2000 (RIP(S)A) (including repeal of the surveillance commissioners and
amendment to the jurisdiction of the Investigatory Powers Tribunal). In addition, consent is
required due to the establishment of a new oversight body and the creation of a domestic
right of appeal from the Investigatory Powers Tribunal.
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7.
As well as legislating for matters which would be within the competence of the
Scottish Parliament, the Bill alters the executive competence of the Scottish Ministers,
including by the introduction of judicial oversight.
8.
The following paragraphs provide the policy intent and background to the relevant
Parts of the Bill for which consent is sought and the annex provides fuller detail of the
individual clauses.
Part 1 – General Protections
Relevant Provisions: Clauses 2 and 14
Policy Intent
9.
In general Part 1 of the Bill seeks to provide an overview of the privacy safeguards
that apply throughout the Bill. It asserts the privacy of communications, defines
interception and provides for related offences where actions are conducted unlawfully.
10.
Clause 2 makes provision for general duties in relation to privacy which apply where
a public authority is deciding to issue, renew or cancel a warrant under Parts 2, 5, 6 and 7
of the Bill.
11.
Clause 14 creates a bespoke process by which law enforcement officers may
obtain communications, private information or equipment data, so as to improve
transparency and safeguards that apply to this action and to put equipment interference on
an equivalent footing to interception.
Background
12.
Clause 2 sets out the privacy considerations which apply to all public authorities
who have powers to issue, renew or cancel a warrant under Parts 2, 5 , 6 and 7 of the Bill.
It was inserted into the Bill at Report stage in the House of Commons, following
recommendations from the Intelligence and Security Committee of Parliament whose
report called for the inclusion of an overarching clause, the content of which dealt with
privacy protections. The protections afforded by clause 2 are intended to underpin the
exercise of functions under the Bill and ensure that public authorities consider whether
what is sought to be achieved could be done by less intrusive means.
13.
Under the current legal framework, law enforcement agencies can apply, under
section 93 of the Police Act 1997 for authorisation to interfere with property for the purpose
of prevention or detection of serious crime. This can be done in order to obtain
communications, private information or equipment data. Certain authorisations are subject
to an additional layer of approval, for example if the property specified is used wholly or
mainly as a dwelling house or subject to legal privilege. The effect of clause 14 is to
require a targeted equipment interference warrant to be sought, under Part 5 of the Bill
instead of section 93 of the Police Act 1997, if sought for the purposes outlined above and
if the applicant considers the conduct would (unless done with lawful authority), constitute
one or more offences under section 1 to 3A of the Computer Misuse Act 1990. The power
of law enforcement chiefs to authorise this conduct where the warrant is necessary for the
purpose of preventing or detecting serious crime is retained, subject to the requirement
that, unless there is an urgent need to issue the warrant, all decisions to issue are subject
6
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to judicial oversight and the person issuing the warrant must be satisfied that the
arrangements are in force for ensuring the statutory safeguards relating to retention and
disclosure of material are met.
Reason for requiring legislative consent
14.
The subject matter of Part III of the Police Act 1997 (authorisation to interfere with
property) is devolved and it would be within the competence of the Scottish Parliament to
legislate to regulate its application. It is recommended that the Scottish Parliament agree
to the UK Parliament regulating property interference where it is for the purpose of
obtaining communications, private information or equipment data because it will ensure
consistency across the UK both in terms of the regime under which law enforcement
bodies operate and the oversight to which they are subject.
15.
In addition, the overarching privacy considerations place obligations on those
exercising functions under the Bill, including the Scottish Ministers, and in doing so alter
the executive competence of the Scottish Ministers.
Part 2 – Lawful Interception of Communications
Relevant Provisions: Clauses 21-25, 27, 28, 31-37, 47, 48, 51, 52 and 54
Policy Intent
16.
Part 2 of the Bill will repeal and replace existing interception laws, providing a single
legislative basis under which intercept will be authorised. The intention is to provide a
more transparent statutory basis for the existing interception agencies, including Police
Scotland, to carry out interception. This includes ensuring clarity in terms of the scope of
the powers and applicable safeguards. Part 2 also responds to recommendations made
by David Anderson QC and the Royal United Services Institute (RUSI), introducing an
additional safeguard in the form of the requirement for the approval by a Judicial
Commissioner before the warrant can come into force, thus creating a „double-lock‟ of
executive and judicial approval. This applies to interception warrants issued by all issuing
authorities, including the Scottish Ministers.
Background
17.
The Bill responds to recommendations made by the Independent Reviewer of
Terrorism Legislation, David Anderson QC3, who recognises in his report, ‘A Question of

3

The Bill responds to recommendations made by David Anderson, QC in his report: „A Question of Trust,‟
Report of the Investigatory Powers Review, by David Anderson, QC, Independent reviewer of Terrorism
legislation https://terrorismlegislationreviewer.independent.gov.uk/wp-content/uploads/2015/06/IPR-ReportPrint-Version.pdf;
The Bill also builds on the recommendations of the following reviews; Intelligence and Security Committee of
Parliament, Report on the Draft Investigatory Powers Bill https://b1cba9b3-a-5e6631fd-ssites.googlegroups.com/a/independent.gov.uk/isc/files/20160209_ISC_Rpt_IPBill%28web%29.pdf?attachaut
h=ANoY7coQyRz7FLqfY7RtE5hIRI8LIYvp266zeu0hrIwkCE8JOf5GZOtMLRIwfbqBFhKhPH59stSDuLxbJ_wxY1VO8jjSuvP8DXkxjL6W0ZVmXfw3o6bhqqXLdU1ylk83_iC1fQ0qj3_TQnBhio8ZICU7XxEVz33YZGqH275hkUunSM2JG5Um
FSD-Or9FbZMX4HCMe8WXnjsg8vfJnrLql0h6wBPPDEhd59DViPAj1daFuUZLIHYfhDIJ85AJGTBKHEATjO6Z8&attredirects=0; and
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Trust‟ that „Interception can be of vital importance for intelligence, for disruption, and for
the detection and investigation of crime.‟ Interception of a communication in the course of
its transmission involves making some or all of the content available to someone who is
not the sender or intended recipient of the communication. Although it is used for national
security purposes, it is also important more widely, for example for the investigation of
organised crime, murder investigations, child sexual exploitation, kidnapping and extortion,
and human trafficking. Interception is an intelligence gathering tool and anything obtained
as a result cannot be used in legal proceedings as it is considered that to do so would
undermine the effectiveness of the tool in ensuring safety and security.
18.
At present, the two relevant legal frameworks governing interception are the
Regulation of Investigatory Powers Act 2000 (RIPA) and the Wireless Telegraphy Act
2006 (WTA). Interception by law enforcement agencies and the intelligence services is
predominantly carried out under RIPA, with the WTA being used for the interception of
wireless telegraphy, such as military radio communications. The Bill will repeal and
replace the existing interception powers in Part 1, Chapter 1 of RIPA with a new targeted
interception power. It aims to clarify that in all circumstances, when law enforcement or
the security and intelligence agencies wish to intercept the communications of a person
believed to be in the UK, a targeted interception warrant must be sought. It also aims to
provide for the targeted interception of communications for a limited number of interception
agencies and limits their ability to seek interception warrants to three statutory purposes
(in the interest of national security; for the purpose of preventing or detecting serious
crime; or in the interests of the economic well-being of the United Kingdom so far as those
interests are also relevant to the interests of national security). The repeal and
replacement of these existing laws brings with it a requirement for judicial approval of a
decision to issue a warrant authorising intercept. It is considered this will provide an
additional safeguard but in order not to jeopardise operations in urgent cases, the Bill
allows a warrant to be issued without judicial authorisation, providing the decision is
thereafter intimated to a Judicial Commissioner who has up to three working days to
approve or reject the decision to authorise. The Bill creates specific safeguards for
situations in which the Judicial Commissioner rejects the decision. It will also require that
applications for targeted interception warrants specify a particular person, premises or
operation.
19.
Under this part of the Bill, there is also a duty conferred on persons, including those
holding office under the Crown, not to make any unauthorised disclosures of matters
relating to contents, details or existence of a warrant or steps taken in pursuance of the
warrant or in relation to material obtained under the warrant.
20.
The Scottish Ministers currently have powers to authorise interception where it is to
be carried out in Scotland for the purposes of the prevention and detection of serious
crime and this will continue under the Bill, subject to oversight provisions.
21.
In addition, Part 2 regulates the manner in which intercept material can be kept and
stored, and requires that it is destroyed when no longer necessary or likely to become
necessary for an authorised purpose.

the Panel of the Independent Surveillance Review convened by the Royal United Services Institute
https://rusi.org/sites/default/files/20150714_whr_2-15_a_democratic_licence_to_operate.pdf

8

J/S5/16/2/5

22.
Part 2 of the Bill also makes provision for lawful interception in places of detention,
those being prisons and psychiatric hospitals. This is because interception in places of
detention is governed by separate legislative provision, for example, in relation to prisons,
by rules made under the Prisons (Scotland) Act 1989. Without making provision for this,
persons operating under those frameworks may risk committing the offence of „unlawful
interception‟ under the Bill. Although the Bill largely replicates RIPA in this regard, based
on the evidence of the Mental Welfare Commission for Scotland, to the Joint Committee
on the draft Bill, the previous provision is now extended so that conduct under the Mental
Health (Care and Treatment) (Scotland) Act 2003 is also authorised.
Reason for requiring legislative consent
23.
Under schedule 5 of the Scotland Act 1998, interception of communications is
reserved. There are certain exceptions to this reservation, including interception of
communications to or by those in a place of detention, which is what clauses 47 and 48
legislate for. As this would be within the competence of the Scottish Parliament, consent
is required. The effect of the provision is to ensure that persons operating under powers
conferred by devolved legislation in Scotland are not inadvertently committing an offence
of unlawful interception under the Bill. These provisions are necessitated by the fact that
the Bill creates a new legislative regime for intercept and rather than legislating to alter
policy which would otherwise be within devolved competence, the provisions legitimise the
conduct, but do not seek to limit the scope of the relevant Scottish legislation which
regulates interception in places of detention. It is recommended that, for these reasons,
the Scottish Parliament consent to the UK Parliament legislating for this.
24.
In addition to clauses 47 and 48, a legislative consent motion is required in relation
to Part 2 to the extent that the executive competence of the Scottish Ministers is being
altered. In some instances, discussed below, these are significant alterations. In others
they largely replicate, with minor alterations, functions previously transferred to, or
conferred on the Scottish Ministers and consent is now required due to their restatement in
these new legislative provisions. The introduction of judicial oversight, which applies to all
of the Scottish Ministers‟ functions represents a limitation on the executive competence of
the Scottish Ministers, who, under previous regimes, were responsible, without additional
oversight, for decisions to authorise intercept.
25.
Additionally, the Bill, as drafted, confers power on the Scottish Ministers to
authorise targeted examination warrants to security and intelligence agencies where those
agencies wish to examine material obtained under bulk powers, for the purposes of
prevention and detection of serious crime in Scotland. The Scottish Government is
reserving its position on the authorisations of targeted examination warrants pending the
publication of the report David Anderson QC, the Independent Reviewer of Terrorism
Legislation, has been asked by the Home Secretary to produce addressing the operational
case for the necessity of bulk collection powers. Consequently, the consent of the Scottish
Parliament is not currently being sought in respect of the alteration of the executive
competence of Scottish Ministers insofar as this relates to provisions in respect of targeted
examination warrants.
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Part 5 – Equipment Interference
Relevant clauses: 97, 99-104, 106, 107, 109-117 and 121-123
Policy Intent
26.
The Bill aims to provide a new, more explicit equipment interference regime that will
govern the use of Equipment Interference powers by law enforcement and the security and
intelligence agencies, to keep pace with technological developments. Its content builds on
recommendations made by David Anderson, QC, the Joint Committee on the draft
Investigatory Powers Bill, the Intelligence and Security Committee and the Science and
Technology Committee.
Background
27.
In order to keep pace with the development of modern technology, and the evolving
ways in which people communicate with one another, it has been necessary to develop
techniques to enable agencies to gain access to devices such as computers in order to
gather intelligence. Equipment Interference (EI) allows law enforcement agencies, the
security and intelligence agencies and armed forces to interfere with electronic equipment
such as computers and smartphones in order to obtain data, such as communications,
from a device. In this context, communications are stored communications, whereas those
in the course of their transmission require to be authorised in accordance with Part 2 of the
Bill as intercept. The Bill makes provision for combined warrants (discussed later) if both
are required.
28.
Operations vary from physical actions such as the use of a targets login details, to
remotely installing software on a device. EI is sometimes referred to as computer network
exploitation and is used to protect the public from matters such as cyber-attack, terrorism
and other serious criminality. It is not a new power, but is one that is proving increasingly
necessary in light of changes in technology.
29.
EI can currently be authorised under section 93 of the Police Act 1997 (for law
enforcement agencies) or sections 5 and 7 of the Intelligence Services Act 1994. A draft
code of practice on EI was published in January 2016, outlining practice and procedure to
be followed. The Bill replaces these powers where they are used by law enforcement to
interfere with equipment to acquire communications, equipment data and other
information. It also limits the use of EI to the same statutory purposes as interception and
updates the legislation to require the assistance of telecommunications operators with
implementation, where appropriate. Although the Bill does not repeal the provisions in the
1997 Act, it does create a new statutory framework for property interference which sits
alongside the 1997 Act. Without this new provision, action could continue to be authorised
under the 1997 Act.
30.
Where necessary and proportionate, Police Scotland need to be able to access
communications or other information held on, for example, computers, in order to gain
valuable intelligence in serious crime investigations and to help gather evidence for use in
criminal prosecutions. Equipment interference plays an important role in mitigating the
loss of intelligence that may no longer be obtained through other techniques, such as
interception, as a result of sophisticated encryption.
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31.
There may also be very rare occasions where the security and intelligence agencies
require to apply to Scottish Ministers for authorisation to undertake EI for preventing or
detecting serious crime and the Bill retains that possibility.
32.
Additionally, as stated at paragraph 25 above, the Scottish Ministers will have
powers to authorise targeted examination warrants to security and intelligence agencies
where those agencies wish to examine material obtained under bulk powers, for the
purposes of prevention and detection of serious crime in Scotland. The Scottish
Government is reserving its position on the authorisations of targeted examination
warrants pending the publication of the report David Anderson QC, the Independent
Reviewer of Terrorism Legislation, has been asked to produce addressing the case for the
necessity of bulk collection powers.
Reasons for requiring legislative consent
33.
As discussed, the subject matter (property interference) of Part III of the Police Act
1997 is devolved and is considered a distinct legislative field from intercept. Where Police
Scotland are seeking authorisation to interfere with equipment for the purposes of the
prevention and detection of crime, this would be within the legislative competence of the
Scottish Parliament.
34.
It is recommended that the Scottish Parliament consents to the UK Parliament
legislating in this area because the Bill provides both a consistent framework throughout
the UK and a consistent oversight process within which relevant law enforcement bodies
operate.
35.
Consent is also sought in respect of Part 5 to the extent that the new warranted
authorisation regime for equipment interference is subject to approval by a Judicial
Commissioner and to the extent that this alters the executive competence of Scottish
Ministers, consent will be required.
Part 8 – Oversight Arrangements
Relevant clauses – 203, 205, 207-212, 214, 215, 217, and 218
Policy Intent
36.
The three earlier reports published by the Intelligence and Security Committee,
David Anderson QC and the RUSI all agreed that oversight arrangements under existing
law could be strengthened and that the current position, of three separate oversight bodies
with overlapping responsibility is more confusing than a single body. As such, Part 8 of
the Bill sets out a new oversight regime that will replace the Intelligence Services
Commissioner, the Interception of Communications Commissioner and the Chief
Surveillance Commissioner with a single new commissioner, the Investigatory Powers
Commissioner (IPC). The IPC will be someone who holds, or has held, high judicial office
and will be supported by Judicial Commissioners who will also hold or have held such a
position. It is intended that the IPC will be a more visible body, with a high public profile
and active media presence and with significantly greater powers and resources available
to it to ensure law enforcement agencies and the security services are appropriately held
to account in their use of investigatory powers. This will improve transparency and public
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confidence in the use of the powers in the Bill. Part 8 will also strengthens redress by
providing a domestic right of appeal to the Courts from the Investigatory Powers Tribunal.
Background
37.
At present, oversight of the use of investigatory powers is undertaken by a number
of bodies, under different acts of Parliament, including RIPA and the Police Act 1997.
38.
are:

The three non–parliamentary oversight bodies currently provided for in legislation



the Interception of Communications Commissioner, who oversees law enforcement
agencies‟ and the security and intelligence agencies‟ interception and
communications data powers under Part I of RIPA and the Telecommunications Act
1984;
the Chief Surveillance Commissioner, who oversees law enforcement agencies‟ use
of covert surveillance powers under RIPA and property interference under the
Police Act 1997. In Scotland, under RIP(S)A, Scottish surveillance commissioners
can be appointed, including a chief commissioner); and
the Intelligence Services Commissioner who oversees intelligence agencies‟ use of
powers available under Part II of RIPA and the Intelligence Services Act 1994.





39.
These bodies, including the Scottish surveillance commissioners, will be abolished
by the Bill and replaced with the single oversight body discussed above. The IPC will have
a clear mandate to inform Parliament and the public about the use of and need for
investigatory powers and will be required to prepare an annual report. The report
prepared by the IPC will be laid before the Scottish Parliament.
40.
In addition, the IPC will have power to inform individuals who have been the subject
of serious errors by law enforcement, security and intelligence agencies and other public
authorities using investigatory powers.
41.
The Scottish Ministers will no longer have a power to appoint commissioners, but
following a request from the Scottish Government, the Bill provides that a Memorandum of
Understanding between the Scottish Government and UK Government will govern the
means by which the Scottish Ministers will be consulted. There will also be a statutory
requirement to consult the Lord President.
42.
Another important part of the oversight regime has been, and will continue to be,
the Investigatory Powers Tribunal (IPT), set up under RIPA. During the passage of RIPA,
the Scottish Parliament gave its consent for the IPT‟s jurisdiction to extend to complaints
arising out of conduct authorised under RIP(S)A, that being surveillance and the use of
covert human intelligence sources. At that time, it was considered that this would allow
the tribunal to build expertise in this sensitive and specialised area, which would be more
difficult to do with the narrow base of cases likely to be generated in a smaller jurisdiction
such as Scotland. The Bill now provides a domestic right of appeal from the Investigatory
Powers Bill which has not, until now, been available. The relevant court in Scotland is the
Court of Session but it will be a matter for the IPT itself to regulate where appeals are
heard, having regard to regulations made under powers conferred by the Bill on the
Secretary of State.
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Reasons for seeking a legislative consent motion
43.
Part 8 of the Bill requires the legislative consent of the Scottish Parliament to the
extent that it provides oversight arrangements for devolved authorities and bodies
exercising devolved functions; requires the IPC to inform persons of a relevant error
relating to that person; alters the executive competence of Scottish Ministers, including
removing powers to appoint Scottish surveillance commissioners; creates a domestic right
of appeal from the IPT, including for conduct authorised under RIP(S)A and Part III of the
Police Act 1997; and gives the Secretary of State a regulation-making power to modify
devolved matters in connection with the functions of the new Investigatory Powers
Commissioner.
44.
It is recommended that the Scottish Parliament consents to the UK Parliament
legislating in or as regards Scotland for these provisions because it will provide for a single
body of expertise. It will allow for a single oversight regime comprising of senior members
of the judiciary from across the UK. It will allow for a level of consistency in approach to be
adopted by a single oversight body across all investigatory powers, including not only
those contained in the Bill, but also in the Police Act 1997 and RIP(S)A. It will allow the
Scottish and UK Parliaments to receive a single report covering the execution and
oversight of all investigatory powers.
Part 9 – Miscellaneous and General Provisions
Relevant clauses – 221, 242 and 243
45.
Part 9 of the Bill contains miscellaneous provisions, including relating to obligations
that may be placed on communications service providers to assist in giving effect to
warrants and authorisations under the Bill. It also contains interpretation and extent
provisions and, importantly for these purposes, clauses 221 and 242 introduce schedules
8 and 10 respectively. Schedule 8 regulates combination warrants, and schedule 10
makes minor and consequential amendments, which includes amendments to RIP(S)A.
46.
Combination warrants are those which authorise different powers to be combined in
the same warrant instrument, for example a targeted interception power and an equipment
interference power. The procedure for the issue of combination warrants conforms to the
issue of its constituent parts and so it can only be sought by a party who is eligible to apply
for both parts.
Reasons for seeking a legislative consent motion
47.
Schedule 8 requires the legislative consent of the Scottish Parliament to the extent
that it alters the executive competence of the Scottish Ministers by conferring on them a
power to issue combination warrants.
48.
Schedule 10 requires the legislative consent of the Scottish Parliament to the extent
that it amends devolved legislation to give effect to the provisions of the Bill. It is
recommended that the Scottish Parliament consent to the UK Parliament legislating for the
matters contained in schedule 10 for the purposes of ensuring the Bill is capable of being
implemented to its full effect and that Scottish statutory provisions reflect the change in the
investigatory powers framework so as they operate effectively.
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Consultation
49.
The Bill was drafted by the Home Office and built on three reviews undertaken
throughout 2014/15. Those reviews were carried out by David Anderson QC, the
independent reviewer of national security legislation, who produced the report, „A Question
of Trust‟; a report by the Intelligence and Security Committee of the UK Parliament; and a
panel convened by the RUSI.
50.
The UK Government published the draft Investigatory Powers Bill for pre-legislative
scrutiny in November 2015. The draft Bill was considered by the House of Commons
Science and Technology Committee, the Intelligence and Security Committee, and by a
Joint Committee of both Houses of Parliament convened to scrutinise the draft Bill.
51.
Scottish Government officials have considered the legal and policy implications of
all aspects of the Bill, and have liaised with policy and legal officials at the Home Office
and Scotland Office.
Financial implications
52.
No significant additional costs to the Scottish Government or any significant
additional direct costs to the Scottish Criminal Justice Sector are envisaged as a result of
the provisions within the Bill.
53.
The Scottish Government currently operates a small budget of £100k which is used
to pay costs and expenses of two of the surveillance commissioners (currently Lords
Bonomy and MacLean).
As discussed above, the Bill replaces three existing
Commissions with a single Investigatory Powers Commissioner who will be supported by a
number of Judicial Commissioners.
The payments made to the surveillance
commissioners are in recognition of the work undertaken with regards to authorisations
made under the Regulation of Investigatory Powers (Scotland) Act 2000. The Scottish
Government makes no payments in relation to the Interception of Communications
Commissioner or the Intelligence Services Commissioner, and it is not anticipated that this
basic financial arrangement will change in relation to the new oversight regime.
Conclusion
54.
The Scottish Government supports law enforcement and security and intelligence
agencies having access to the powers they require in order to keep our communities safe,
but this must be balanced with strong protections for civil liberties.
55.
The areas which are subject to the legislative consent motion are largely concerned
with maintaining the status quo in terms of Police Scotland‟s ability to apply for the
interception of communications, increasing and enhancing the level of independent judicial
oversight and of updating the law in the area of equipment interference.
56.
The most contentious areas of the Bill relate to reserved issues, namely the parts
that deal with bulk collection warrants for the security and intelligence services and internet
connection records.
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57.
Extending the relevant provisions of the Bill to Scotland will help ensure that the
Scottish Government‟s aim of reducing the harm caused by serious organised crime and
making Scotland a safer, fairer and more prosperous country.
Draft Legislative Consent Motion
58.

The draft motion, which will be lodged by the Cabinet Secretary for Justice, is:
“That the Parliament supports the principle of modernising the law in the area of
investigatory powers, believes protection of civil liberties, transparency and
independent oversight must be at the heart of this process; supports law
enforcement in having necessary powers to keep Scotland‟s communities safe,
subject to the most stringent checks and safeguards; agrees that the relevant
provisions of the Investigatory Powers Bill, introduced in the House of Commons on
1 March 2016, relating to the interception of communications in places of detention,
decisions relating to the issue, renewal, modification, cancellation and approval of
interception warrants and functions relating to mutual assistance warrants; the
subject matter of Part III of the Police Act 1997 and other equipment interference
provisions (other than in relation to provisions concerning targeted examination
warrants); the safeguards relating to the use and retention of material obtained by
investigative techniques under the Investigatory Powers Bill; oversight
arrangements and functions; the functions of, and rights of appeal from, the
Investigatory Powers Tribunal; and amendments to the Regulation of Investigatory
Powers (Scotland) Act 2000 in consequence of the Investigatory Powers Bill; so far
as these matters fall within the legislative competence of the Scottish Parliament or
alter the executive competence of the Scottish Ministers, should be considered by
the UK Parliament; recognises that many of the provisions are necessary to ensure
that law enforcement operates within an updated and robust legislative framework;
supports powers that are demonstrably operationally necessary to counter terrorism
and prevent and detect serious crime; notes that provisions in areas reserved to the
UK Parliament in the areas of internet connection records and bulk data collection
have the potential to impinge heavily on civil liberties and the privacy of individuals,
and considers that further evidence should be scrutinised by the UK Parliament
before significant new powers are created in these areas.”.

Scottish Government, June 2016
Annex
Legislative Consent Memorandum
Investigatory Powers Bill

Provisions which relate to Scotland
1.
The following paragraphs describe the specific provisions which apply to Scotland
and for which consent is sought in terms of the Legislative Consent Motion.
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PART 1: GENERAL PRIVACY PROTECTIONS
Clause 2

General duties in relation to privacy

2.
This was introduced to the Bill in order to provide an overarching clause detailing
the privacy protections which exist and must be considered by public authorities exercising
functions under the Bill. This includes Scottish Ministers. The clause requires that before
decisions are made regarding the grant, renewal, modification or cancellation of a warrant,
the public authority must consider whether what is sought to be achieved by the warrant
could reasonably be achieved by other less intrusive means. Amongst other matters which
must be considered are the requirements of the Human Rights Act 1998. It is intended that
these considerations underpin all actions taken under the Bill.
Clause 14

Restriction on the use of section 93 of the Police Act 1997

3.
The effect of this clause is to limit the situations in which an application may be
made by law enforcement agencies for property interference under section 93 of the Police
Act 1997, requiring the use of Part 5 of the Bill instead. As a result of clause 14, such
applications must be made for a targeted equipment interference warrant under Part 5 of
the Bill as opposed to section 93 of the Police Act 1997, where the purpose of the
interference is to obtain communications, private information or equipment data. This
restriction applies if the applicant believes that, if undertaken without lawful authority, the
conduct would constitute an offence under sections 1 to 3A of the Computer Misuse Act
1990.
4.
At present, any application by law enforcement agencies to authorise such conduct
would require to be made under Part III of the Police Act 1997. Clause 14 does not
remove or otherwise limit the ability for equipment interference to be authorised under the
Police Act 1997 where the purpose of the interference is not to obtain communications,
equipment data or any other information. Nor does this clause prohibit the use of other
legislation to authorise conduct that may otherwise constitute a Computer Misuse offence.
Finally, although a bespoke process is created to replace this particular use of section 93,
the power to issue a targeted equipment interference warrant, on an application by a law
enforcement officer, where it is necessary for the purposes of preventing or detecting
serious crime, and proportionate to the aim sought to be achieved, will continue to rest
with a law enforcement chief, meaning Police Scotland will retain authorisation powers.
PART 2: LAWFUL INTERCEPTION OF COMMUNICATIONS
Clause 21

Power of Scottish Ministers to issue warrants

5.
Clause 21 provides a power for the Scottish Ministers to issue a targeted
interception or targeted examination warrant under Part 2 of the Bill, for the lawful
interception and examination of communications. This power is exercisable, in relation to
a targeted interception or targeted examination warrant, if it necessary for the purpose of
preventing or detecting serious crime and proportionate to what is sought to be achieved
by the conduct. There is also a power in clause 21 to issue a mutual assistance warrant for
giving effect to the provisions of an EU mutual assistance instrument or international
mutual assistance agreement.
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6.
Interception takes place during the course of a communication‟s transmission with
the effect of making any of the content of the communication available, while the
communication is being transmitted or when it is stored, to a person who is not the sender
or intended recipient of the communication. This can include the words spoken in a
telephone call, the words of a text message or email, or the content contained on a web
page. The exercise of the power is limited to when it is in relation to a „relevant Scottish
application,‟ discussed below.
7.

In accordance with clause 18, applications for interception may be made by:
(a)
(b)
(c)
(d)
(e)
(f)
(g)

a person who is the head of an intelligence service;
the Director General of the National Crime Agency;
the Commissioner of Police of the Metropolis;
the Chief Constable of the Police Service of Northern Ireland;
the Chief Constable of the Police Service of Scotland;
the Commissioner of Her Majesty‟s Revenue and Customs; and
the Chief of Defence Intelligence.

8.
The other effect of clause 21 is that, except where the Scottish Ministers consider
there to be an urgent need to issue the warrant, warrants may only be issued once they
have been approved by a Judicial Commissioner.
9.
At present, the Scottish Ministers may authorise the interception of communications
under the provisions in RIPA, without the need for judicial approval before the warrant is
issued. The authority to do so was executively devolved by The Scotland Act 1998
(Transfer of Functions to the Scottish Ministers etc.) (No. 2) Order 2000. The Investigatory
Powers Bill retains this arrangement, but creates the added statutory safeguard of judicial
approval by a Judicial Commissioner being required before a warrant may be issued,
creating a „double lock.‟ Urgent applications are discussed at clause 24 below.
Clause 22

“Relevant Scottish applications”

10.
The Scottish Ministers‟ powers to issue warrants under clause 21 is only
exercisable in relation to „relevant Scottish applications.‟ To be a relevant Scottish
application, the application would require to meet one of three conditions. The first
condition would be that the application relates to premises or persons in Scotland, or
reasonably believed to be in Scotland at the time of the issue of the warrant. The other two
categories relate to where a request is made for the issue of a mutual assistance warrant
made under an EU mutual assistance instrument or an international mutual assistance
agreement. Such a request may be an outgoing request i.e. for an individual located
outwith the UK, or an incoming request from a law enforcement agency from outwith the
UK whose subject of interest is located in Scotland.
Clause 23

Approval of warrants by Judicial Commissioners

11.
Clause 23 sets out the test that the Judicial Commissioners must follow when
considering whether to approve a person‟s decision to issue a warrant under chapter 1 of
the Bill. The Judicial Commissioner must consider the conclusions reached by the person
making the decision, in terms of necessity and proportionality, applying the same
principles as a court would apply on an application for judicial review. In doing so, the
Judicial Commissioner must consider the matters of necessity and proportionality with a
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sufficient degree of care as to ensure that there is compliance with the general duties in
relation to privacy, contained in clause 2.
Where the decision of the Judicial
Commissioner is to refuse to approve a decision, they must give the person who made the
decision written reasons for this. Where a Judicial Commissioner refuses to authorise the
decision to issue a warrant, the person who authorised the warrant can refer the matter to
the Investigatory Powers Commissioner to decide whether to approve the decision to issue
the warrant.
12.
Under existing law, the process by which Scottish Ministers can authorise the
interception of communications is overseen by way of bi-annual inspections by the
Interception of Communications Commissioner. The inspection process includes a review
of a selection of paperwork and face-to-face meetings with relevant officials and, normally,
the Cabinet Secretary for Justice.
13.
The involvement of a Judicial Commissioner introduces an additional stage in the
process prior to a warrant being issued. As such, it is a safeguard which does not exist
under current arrangements.
Clause 24

Approval of warrants issued in urgent cases

14.
Clause 24 provides that where a person who decided to issue a warrant considers
that there was an urgent need to issue the warrant and therefore issued the warrant
without the prior approval of a Judicial Commissioner, the person who decided to issue the
warrant must inform a Judicial Commissioner that it has been issued. In this case, the
Judicial Commissioner must, within three working days of the warrant being issued, decide
whether to approve its issue and notify the person who issued the warrant of their
decision. If the Judicial Commissioner decides not to approve the decision the warrant
ceases to have effect and may not be renewed.
15.
The Bill does not define when a case will be urgent. It is likely, however, that where
the circumstances involve an imminent event, the resolution of which would be jeopardised
if the normal timescales were adhered to, this would be considered urgent. Such events
will normally involve a threat to life or an opportunity to disrupt serious crime.
16.
Under RIPA a warrant granted in an urgent case and not renewed, will cease to
have effect at the end of the fifth working day following its issue. For urgent warrants
issued under the Bill, and approved by the Judicial Commissioner, this duration is retained.
Clause 25

Failure to approve warrant issued in urgent case

17.
Clause 25 sets out what must happen if a Judicial Commissioner refuses to
approve the issue of an urgent warrant.
18.
The person to whom the warrant has been issued must, as soon as possible, stop
any activity that is taking place under the authority of the warrant. The Judicial
Commissioner may require that any material obtained be destroyed, impose conditions on
the retention or use of any material, and, in the case of a targeted examination warrant,
impose conditions as to the use of any relevant content selected for examination. They
may require representations to be made by the person who issued the warrant or the
person to whom the warrant was addressed, about how to exercise these functions. There
is a power in clause 25 for the person who issued the warrant to ask the Investigatory
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Powers Commissioner to review decisions made by another Judicial Commissioner under
this clause.
The Investigatory Powers Commissioner may confirm the Judicial
Commissioner‟s decision or make a fresh determination. The lawfulness of any action
taken prior to the warrant ceasing to have effect is preserved by clause 25.
Clause 27

Items subject to legal privilege

19.
Clause 27 sets out the safeguards which apply when a targeted interception, mutual
assistance or examination warrant is sought for the purpose of obtaining, or looking at,
items which are subject to legal privilege, or where it is likely that legally privileged material
will be obtained or examined. Items subject to legal privilege are communications
between a professional legal advisor and their client, or communications made in
connection with, or in contemplation of legal proceedings, which would be protected from
disclosure in legal proceedings.
20.
Applications must contain a statement that the purpose, or one of the purposes, of
the warrant is to authorise or require interception or selection for examination, of items
subject to legal privilege, or is likely to include items subject to legal privilege. A warrant
for the purpose of requiring the interception or examination of items subject to legal
privilege can only be issued if the person to whom the application is made considers there
are exceptional and compelling circumstances that make it necessary to authorise the
action. In all cases, the warrant can only be issued if the person issuing it considers there
to be adequate safeguards in place for handling, retention, use and destruction of material.
This applies to warrants that are to be issued by Scottish Ministers. The decision to make
reference, on the face of the Bill, to safeguards for information subject to legal privilege
represents a change from the regime under RIPA and responds to concerns expressed by
the Joint Committee on Human Rights. As such, it is an element of the new regime which
provides enhanced protection on the face of primary legislation.
Clause 28

Decisions to issue warrants to be taken personally by Ministers

21.
The effect of clause 28 is that decisions to issue a warrant under chapter 1 of the
Bill are, to be taken personally by the Secretary of State or in the case of warrants which
are to be issued by the Scottish Ministers, to be taken personally by a member of the
Scottish Government. They must be signed by the person who took the decision to issue.
Where it is not reasonably practicable for the warrant to be signed by a member of the
Scottish Government, a member of the Senior Civil Service who is designated by Scottish
Ministers, and personally and expressly authorised, may sign the warrant.
22.
This represents a statutory restatement, in a new legislative regime, of existing
arrangements under RIPA, where all warrants are signed by a member of the Scottish
Government (i.e. a Cabinet Secretary, with the Cabinet Secretary for Justice being the
main point of contact). Warrants issued under urgency arrangements may be signed by a
designated member of the Senior Civil Service, but only in circumstances where it is not
reasonably practicable for a Cabinet Secretary to sign a warrant, and only after receiving a
Cabinet Secretary‟s authorisation to do so.
Clause 31

Renewal of warrants

23.
Clause 31 provides that a warrant may be renewed by an instrument issued by the
Scottish Ministers, so long as it continues to be necessary and proportionate for it to
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remain in place. Any decision to renew a warrant will require the approval of a Judicial
Commissioner. Clause 23 ( approval by Judicial Commissioners) is applicable to the
renewal of warrants in the same way as it is applicable in relation to the initial decision to
issue a warrant. Additional protections for members of Parliaments and assemblies, and
for items subject to legal privilege apply to renewals as they apply to a decision to issue a
warrant.
24.
The arrangements being put in place under the Bill differ from those in RIPA in that
they extend the period of duration for a serious crime warrant from three to six months,
and the requirement for a Judicial Commissioner to approve a renewal is an additional
step in the authorisation process, introduced in order to create a further layer of safeguard.
Clause 32
Clause 33
Clause 34
Clause 35

Modification of warrants
Persons who may make modifications
Further provisions about modifications
Notification of major modifications

25.
Clause 32 makes provision for the modification of warrants which have been
granted under Chapter 1 of the Bill. Modifications are separated into two types, „major‟ or
„minor‟. Whether something is a major or minor modification is relevant to who is
authorised to grant it. Under clause 33, for warrants issued by the Scottish Ministers,
major modifications can only be made by a member of the Scottish Government or a
senior official. Where a major modification is urgent or where the modification is deemed
minor, it can also be made by the person to whom the warrant is addressed or someone
holding a senior position in the same public authority as the person to whom the warrant is
addressed. As an example, in the case of a warrant addressed to the Chief Constable of
the Police Service of Scotland, a person who holds a senior position is of the rank of, or
higher than, superintendent.
26.
Major modifications include, for example, varying the name of a person to which the
warrant relates, whereas minor modifications may include specification of additional
apparatus that will require to be used in the interception process. As is the case when the
warrant is being issued, clause 34 provides that the person making the modification must
be satisfied as to necessity and proportionality. Clause 35 requires that where a major
modification is made, a Judicial Commissioner must be notified of this, and the reasons for
making the modification, as soon as is reasonably practicable.
27.
The same safeguards apply to legal privilege and the communications of Members
of Parliament as apply when a decision is made to grant a warrant.
28.
Under RIPA, the law makes no express distinction between „major‟ or „minor‟
modifications. Distinction is however made between modifications to scheduled and
unscheduled parts of the warrant and urgent and non-urgent modifications. At present, in
the majority of cases, modifications to Scottish warrants are made by application and
authorised by a senior official acting on the Scottish Ministers‟ behalf. Section 10 of RIPA
makes it possible for the person to whom the warrant is addressed to make the
modification in certain circumstances if there is an urgent requirement to do so.
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Clause 36

Approval of major modifications made in urgent cases

29.
Major modifications can be made in urgent circumstances by the person to whom
the warrant is addressed, or a person holding a senior position in the same public authority
as the person to whom the warrant is addressed, providing that the person who made the
modification informs a designated senior official that the modification has been made. In
the case of relevant Scottish applications, this will be a person who has been designated
for this purpose by the Scottish Ministers. In terms of a safeguard, the designated senior
official must, within 5 working days of the modification being made, decide whether to
approve the decision to modify and, if they refuse, they must notify a member of the
Scottish Government of the refusal. In this case the warrant has effect as if the
modification was never made and any actions undertaken on the authority of the
modification must cease. The lawfulness of activity conducted prior to this point is not
affected.
Clause 37

Cancellation of warrants

30.
Clause 37 requires that once a warrant is no longer necessary on the grounds for
which it was authorised, or no longer proportionate to what is sought to be achieved, it is
cancelled and all related activity stopped as soon as practicable.
31.
As soon as a warrant ceases to be either necessary or proportionate, it must be
cancelled. In the case of warrants issued by the Scottish Ministers, warrants may be
cancelled by the Scottish Ministers or a senior civil servant acting on their behalf. The
arrangements set out in clause 37 maintain the existing arrangements set out in RIPA.
32.
This does not represent a significant change to current arrangements in respect of
cancelling warrants, rather it is a restatement of functions by way of a new legislative
regime.
Clause 47
Clause 48

Interception in prisons
Interception in psychiatric hospitals

33.
The effect of clause 47 is to make clear the powers under which it is lawful to
conduct interception in a prison. Clause 48 makes the same provision for interception in a
psychiatric hospital. By virtue of clauses 47 and 48, it is lawful to carry out interception in
a prison or psychiatric hospital, providing this is conducted in line with the relevant
statutory provisions highlighted in these clauses. For example, clause 47 provides that in
Scotland, intercept in prison is lawful if conducted in line with the Prison Rules, which are
rules made under section 39 of the Prisons (Scotland) Act 1989.
34.
The absence of these clauses would mean that anyone conducting intercept in
prisons or psychiatric hospitals, under pre-existing statutory regimes which will not be
repealed by the Bill, would potentially be committing the offence of unlawful interception
under the Bill. To some extent this is a restatement of the law as contained in RIPA. The
provisions made for intercept in psychiatric hospitals, however, are extended beyond what
was contained in RIPA, in order to capture conduct authorised by the Mental Health (Care
and Treatment) (Scotland) Act 2003. This expansion was made based on a
recommendation from Joint Committee on the Bill, following written evidence from the
Mental Welfare Commission for Scotland.
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Clause 51

Safeguards relating to retention and disclosure of material

35.
This clause requires an authority issuing a warrant to ensure arrangements are in
force for safeguarding material obtained under an interception warrant. Measures that
should be taken to ensure the safeguarding requirements are met include limiting to the
minimum necessary for the authorised purpose the number of persons to whom any
material is disclosed or otherwise made available and the extent to which any material is
copied and the number of copies made. The material must be kept in a secure manner
and destroyed as soon as it is no longer necessary for an authorised purpose. Where an
item subject to legal privilege is retained, the person to whom the warrant is addressed
must inform the Investigatory Powers Commissioner as soon as reasonably practicable.
36.
At present, the responsibility, under RIPA, for ensuring arrangements are in force
for securing that safeguards will be upheld is conferred on Scottish Ministers by The
Scotland Act 1998 (Transfer of Functions to the Scottish Ministers etc.) (No. 2) Order
2000. Clause 51 puts Scottish Ministers responsibility for this on the face of the Bill and
includes some adjustment, for example the obligation to inform the IPC if an item subject
to legal privilege is retained.
Clause 52

Safeguards relating to disclosure of material overseas

37.
Clause 52 provides for the safeguards which apply when disclosing intercept
material and secondary data to an overseas authority. It requires the issuing authority,
which includes the Scottish Ministers, to ensure that any material or copies of material
obtained under a warrant, are only given to overseas authorities if arrangements are in
force for securing that safeguards are place. These safeguards include those detailed in
clause 51, to the extent that the issuing authority considers appropriate and ensuring that
material is not disclosed in a way which would constitute unlawful disclosure in the United
Kingdom.
Clause 54

Duty not to make unauthorised disclosures

38.
Clause 54 requires that those to whom the clause applies, must not make an
unauthorised disclosure of any of the following; the existence or contents of the warrant,
the details of the issue of the warrant or any renewal or modification; the existence or
contents of any requirement to provide assistance in giving effect to the warrant; steps
taken in pursuance of such a requirement or any of the material obtained under the
warrant. The clause applies to a number of persons, including those holding office under
the Crown. Under the Bill it is an offence to make an unauthorised disclosure.
PART 5

EQUIPMENT INTERFERENCE

Clause 97

Power to issue warrants to intelligence services: the Scottish Ministers

39.
This clause provides that when a targeted equipment interference warrant, or
targeted examination warrant, for the purposes of the prevention or detection of serious
crime, relates to interference with or examination of equipment believed to be in Scotland,
it is the responsibility of the Scottish Ministers, rather than the Secretary of State to issue.
This applies to applications made by the security and intelligence agencies. Law
enforcement agencies will apply to their relevant law enforcement chief.
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40.
Considerations of necessity and proportionality apply to the decision of the Scottish
Ministers and, except in urgent cases, warrants will require to be approved by a Judicial
Commissioner before they may be issued.
41.
Under The Scotland Act (Functions Exercisable In or as Regards Scotland) Order
1999/1748, there was executive devolution of powers to Scottish Ministers to authorise
interference with property or wireless telegraphy in Scotland, for the purpose of the
prevention or detection of serious crime.
Clause 99 Decision to issue warrants under sections 96 to 98 to be taken
personally by Ministers
42.
Clause 99 requires that the decision to issue a warrant under clause 97 must be
taken personally by a member of the Scottish Government. Equivalent provision is made
for warrants which are to be issued by the Secretary of State. This ensures executive
accountability for the use of this power and provides the opportunity in all cases to ensure
that its use is necessary and proportionate.
43.
Where it is not reasonably practicable for Scottish Ministers (or, where relevant, the
Secretary of State) to sign the warrant, an authorised senior official may sign the warrant.
The Scottish Ministers are still the decision-maker in these instances and a member of the
Scottish Government must personally and expressly authorise the issue of the warrant.
44.
In effect, clause 99 regulates how the powers described at clause 97 (see above)
must be exercised.
Clause 100 Power to issue warrants to law enforcement officers
45.
This clause creates a bespoke statutory scheme for the process and requirements
to be followed for targeted equipment interference warrants that are applied for by law
enforcement officers (eg police officers within Police Scotland) and issued by law
enforcement chiefs (eg the Chief Constable of Police Scotland). At present, Police
Scotland applications would be authorised under Part III of the Police Act 1997. Part III of
the Police Act 1997 is not repealed by the Bill and will continue to be the relevant statutory
framework for law enforcement officers intending to interfere with equipment, or property,
where the primary purpose is not to acquire communications or private information.
46.
A law enforcement chief may issue a targeted information warrant under this
clause, if he or she believes that the warrant is necessary to prevent or detect serious
crime and that the conduct authorised is proportionate to that aim.
47.
Warrants may also be issued under this clause if considered necessary for the
purpose of preventing death or any injury or damage to a person‟s physical or mental
health, or of mitigating any injury or damage to a person‟s physical or mental health. In
practice, this would permit certain law enforcement agencies to use equipment
interference to locate and ensure the safety of vulnerable people, such as missing
children.
48.
All decisions to issue a warrant require the prior approval of a Judicial
Commissioner, except where the law enforcement chief believes there is an urgent case to
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issue the warrant. In all cases, the law enforcement chief must consider that satisfactory
arrangements are in place to safeguard the material obtained.
49.
The law enforcement agencies that may apply for a warrant on these grounds is
limited to the agencies named in the table in Schedule 6. The only two Scottish public
authorities which will be able to apply are Police Scotland and the Police Investigations
and Review Commissioner (PIRC). This is consistent with arrangements for property
interference under the Police Act 1997 and intrusive surveillance under RIP(S)A.
Immigration Officers, British Transport Police, the Police Investigations Review
Commissioner and certain others have, until now, had equipment interference powers
under the Police Act 1997 and they will continue to have powers under the Bill.
Clause 101 Restriction on issue of warrants to certain law enforcement officers
50.
The effect of this clause is that certain law enforcement chiefs cannot issue a
targeted equipment interference warrant under clause 100 unless they consider there to
be a British Islands4 connection. This applies to the issue of such warrants by, amongst
others, the Chief Constable of the Police Service of Scotland.
51.
This restriction applies to the Chief Constable of the Police Service of Scotland.
This provision also extends to the issue of warrants, by the Director General of the
National Crime Agency (NCA), to collaborative police forces.
52.

A British Islands connection is established where:


the proposed activity would take place in the British Islands (regardless of where
the equipment to be interfered with is located); or



any of the equipment which would or may be interfered with would, or may, be in
the British Islands at some time while the interference is taking place. The
computer equipment could be located in the British Islands or carried by someone
transiting through the British Islands, for example, at the time the interference is
taking place; or



the purpose of the interference is to enable the acquisition of communications sent
to or from a person believed to be in the British Islands and any associated
equipment data or information relating to an individual whom is believed to be in the
British Islands.

53.
With the exception of the law enforcement chiefs listed in clause 101, which for
Scottish purposes includes Police Scotland, other law enforcement officers are able to
apply for an equipment interference warrant under clause 96 in circumstances where there
is a connection to the British Islands and also where there is no connection to the British
Islands. So, for example, the Director General of the NCA could authorise a warrant
sought by a NCA officer.

4

As defined in the Interpretation Act 1978 the British Islands includes the UK, Channel Islands and Isle of
Man
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Clause 102 Approval of warrants by Judicial Commissioners
54.
Clause 102 sets out the role of a Judicial Commissioner in approving targeted
equipment interference and targeted examination warrants. The requirement for approval
is, to some extent, also required under the Police Act 1997. Under that regime,
authorisation by the Surveillance Commissioners appointed under that Act is required in
certain situations, such as where the property specified in the authorisation is used wholly
or mainly as a dwelling. Clause 102 represents a strengthening of this safeguard, as the
only situation in which authorisation is not required is when the application is made in an
urgent case. The procedure for urgent cases is discussed below.
Clause 103 Approval of warrants issued in urgent cases
55.
Clause 103 establishes the process for the approval of equipment interference
warrants that have been issued in urgent cases, without the approval of a Judicial
Commissioner. It applies to warrants issued by the Scottish Ministers and law
enforcement chiefs. Urgent cases may include cases that demand very quick actions from
the applicant that cannot wait until a Judicial Commissioner has approved the warrant. For
example, an urgent warrant may be required if a law enforcement agency understands that
a person‟s life is in immediate danger and equipment interference could obtain
communications and information that may be used to prevent imminent harm The person
issuing the warrant must inform the Judicial Commissioner of the warrant‟s issue and the
Judicial Commissioner will have three working days to approve or refuse the issue of the
warrant.
56.
Should a Judicial Commissioner refuse to approve the decision to issue a warrant,
the warrant ceases to have effect.
Clause 104 Failure to approve warrants issued in urgent cases
57.
Where a warrant has been issued and is not approved by the Judicial
Commissioner, clause 104 makes provision to regulate, amongst other things, anything in
the process of being done under the warrant. In order to ensure that, in urgent cases, the
recipient of the warrant can act appropriately and with confidence as soon as the warrant
is issued, nothing which is done before a warrant ceases to have effect (by virtue of this
clause) will be deemed unlawful.
Clause 106 Items subject to legal privilege (Equipment Interference)
58.
By virtue of clause 106, additional safeguards are required where equipment
interference is undertaken for the purpose of obtaining items subject to legal privilege or
authorising the selection of material subject to legal privilege. The safeguards which apply
when the purpose of a targeted equipment interference or examination warrant is to obtain
items which are subject to legal privilege are much the same as detailed above in relation
to clause 27.
Clause 109 Renewal of warrants
59.
Clause 109 provides that at any time before the warrant expires a renewal can be
issued by the Scottish Ministers, or law enforcement chief where the renewal conditions
are met. In either case a Judicial Commissioner will need to approve the renewal of the
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warrant. The renewal conditions include that the person renewing the warrant considers
that the activity described in the warrant remains necessary and proportionate.
60.
Decisions to renew require to be taken personally by the party who issued the
warrant, which could include the Scottish Ministers or law enforcement chief (or
appropriate delegate) where relevant and the renewal instrument must be signed by the
person who took the decision. This provides the opportunity to review the necessity and
proportionality of the action. The warrant will not be renewed if the action is no longer
necessary or proportionate.
61.
In the context of urgent warrants, renewals serve the purpose of allowing the
Scottish Ministers, or law enforcement chief (or appropriate delegate) and a Judicial
Commissioner to review the warrant and, should they consider it necessary and
proportionate, extend the duration to 6 months.
Clause 110 Modification of warrants issued by the Secretary of State or the
Scottish Ministers
Clause 111 Persons who may make modification under section 110
Clause 112 Further provisions about modifications under section 110
Clause 113 Notification of modifications
Clause 114 Approval of Modifications under section 104 made in urgent cases
62.
Clause 110 – 114 make provision for the modification of warrants, to address the
possibility that facts and circumstances may change, necessitating modification of what is
authorised. For instance, a target of an investigation subject to an equipment interference
warrant might acquire a new smartphone or a new subject of interest may become
relevant to an investigation.
63.
Only certain modifications are permitted and any modification must be relevant to a
matter to which the warrant relates, or in relation to types of equipment included in the
warrant. This ensures that modifications cannot be used to alter the existing scope of the
warrant.
64.
Modifications can also include the addition, variation or removal of subjects from a
warrant, providing this it is still in relation to a matter to which the warrant relates. This
may occur if, during the course of an operation, it is determined that one or more of the
subjects under the warrant are no longer of intelligence interest, but other subjects under
the warrant remain of interest. In this instance the warrant can be modified to remove the
unnecessary subjects from the warrant, minimising any incursions into their privacy.
65.
In the case of warrants granted under clause 97, modifications of this nature are to
be made by the Scottish Ministers, or a senior official acting on their behalf, except in
urgent circumstances. In urgent circumstances the person to whom the warrant is
addressed or a person who holds a senior position in the same public authority may make
a modification.
66.
Where a modification is made in urgent circumstances, it is competent for
modifications to be made by a person to whom it is addressed, or a person who holds a
senior position in the same public authority.
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67.
Clause 113 and 114 make provisions for effective oversight. Under clause 113, as
soon as is reasonably practicable after a person makes a modification of a warrant, a
judicial commissioner must be notified of the modification and the reason for making it.
This is subject to certain exceptions, such as where the modification is to remove any
matter, name or description included in the warrant. Further, where a senior official makes
the modification, a member of the Scottish Government must be notified personally of this
and the reasons for doing so.
68.
Clause 114 requires that where modifications are made in an urgent situation, a
designated senior official must be informed of the modification and is thereafter required to
approve or refuse the decision. This must be communicated to the Judicial Commissioner
and also to the Secretary of State or member of the Scottish Government for relevant
Scottish applications. Provision is made to regulate procedure if a decision is made to
refuse to approve the decision.
69.
Modifications, other than those removing any matter, name or description must be
considered both necessary on any relevant ground and proportionate to what is sought to
be achieved by the person making the modification.
70.
Provision is made in respect of safeguards for the modification of warrants which
relate to Members of Parliament etc. or which are subject to legal privilege.
Clause 115 Modification of warrants issued by law enforcement chiefs
Clause 116 Approval of modifications under section 106 in urgent cases
71.
Clause 115 permits modifications to be made to warrants issued by law
enforcement chiefs. As with modifications made under clause 110, a modification cannot
alter the existing scope of the warrant and again it is competent to use the modification
process to remove a subject, in order to ensure intrusions into privacy are kept to a
minimum.
72.
Modifications of this nature may be made by the law enforcement chief or
appropriate delegate that issued the warrant and, except in urgent circumstances, any
modification must be approved by a Judicial Commissioner.
73.
Once an urgent modification has been made by a law enforcement chief or an
appropriate delegate, a Judicial Commissioner must be informed, for the purposes of
oversight. The Judicial Commissioner‟s role, much as in the other oversight provisions
throughout the Bill, will be to decide whether to approve or refuse the decision to modify.
As with the other clauses relevant to judicial oversight, the lawfulness of any action taken
prior to a refusal is not affected.
Clause 117 Cancellation of warrants
74.
In order to ensure that equipment interference is not on-going for longer than is
necessary, clause 117 provides a power to cancel any warrant issued under Part 5 of the
Bill at any time, and the warrant must be cancelled if the warrant would no longer meet the
necessity and proportionality tests. For warrants issued by the Scottish Ministers, these
can be cancelled by a member of the Scottish Government or a senior official.
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Clause 121 Safeguards relating to retention and disclosure of material
Clause 122 Safeguards relating to disclosure of material overseas
75.
Clause 121 places a duty on an issuing authority to ensure safeguards are in place
for any material acquired by the activity permitted through a targeted equipment
interference warrant. The number of persons to whom the material is disclosed; the
extent to which any material is disclosed or otherwise made available; the extent to which
material is copied and the number of copies made must all be kept to the minimum
necessary for authorised purposes. Additionally, material must be destroyed as soon as
there are no longer grounds for its retention and must be stored, for as long as it is
retained, in a secure manner.
76.

Something is necessary for the purposes of this clause if it is necessary:


on one of the relevant grounds, including prevention and detection of serious
crime or the interests of national security;



for the Scottish Ministers or warrant recipient to carry out their functions
under this Bill;



for the Investigatory Powers Commissioner or Investigatory Powers Tribunal
to carry out their functions in relation to this Bill; or



for the purpose of legal proceedings; or is necessary for the performance of
any person by or under any enactment.

77.
Under clause 122, the issuing authority must be sure, before handing to overseas
authorities any material or copies of material obtained under a targeted equipment
interference warrant, that arrangements are in force for ensuring the same safeguards as
outlined in clause 121 are met.
78.
The intention is to protect the privacy of anyone affected by a warrant and maintain
the integrity of the operations to which the warrants relate.
Clause 123 Duty not to make unauthorised disclosures
79.
As with clause 54 above, clause 123 creates a duty not to make unauthorised
disclosures in respect of equipment interference warrants. The restrictions are the same
as detailed in relation to clause 54 and again apply to persons holding office under the
Crown. Again, it is an offence under the Bill to make an unauthorised disclosure.
PART 8

OVERSIGHT ARRANGEMENTS

Clause 203 Investigatory Powers Commissioner and other Judicial Commissioners
80.
Clause 203 establishes the office of the Investigatory Powers Commissioner, who
will be supported in fulfilling their functions by other Judicial Commissioners. The office of
the IPC represents a change in that it is intended to be a single oversight body with
responsibility for the full spectrum of Investigatory powers, whereas there were previously
three bodies with responsibility for overseeing the use of different powers.
81.
The power to appoint the IPC and the Judicial Commissioners will now rest with the
Prime Minister, as provided for in clause 203, whereas previously Scottish Ministers had
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power to appoint Scottish Surveillance Commissioners. In order to be appointed as the
Investigatory Powers Commissioner or as a Judicial Commissioner, a person must hold, or
have held, a judicial position at least as senior as a high court judge.
82.
The Prime Minister must consult with the Lord Chief Justice of England and Wales,
the Lord President of the Court of Session, the Lord Chief Justice of Northern Ireland, the
Scottish Ministers, and the First Minister and deputy First Minister in Northern Ireland
before appointments are made. In response to a request from the Scottish Government
and due to the removal of the appointment functions of Scottish Ministers, the Prime
Minister must have regard to a memorandum of understanding agreed between the Prime
Minister and Scottish Ministers when consulting with Scottish Ministers regarding
appointments.
Clause 205 Main oversight functions
83.
By virtue of clause 205, the IPC will have responsibility for oversight of the full range
of investigatory powers: interception, acquisition of communications data; equipment
interference, the acquisition of secondary data or related systems data, and the use of
surveillance and covert human intelligence sources (which, in Scotland, are provided for
under the Regulation of Investigatory Powers (Scotland) Act 2000). It will also be for the
IPC to keep under review matters including acquisition, retention and use of bulk personal
datasets.
84.
The Investigatory Powers Commissioner will undertake, with the assistance of their
office, the functions currently undertaken by the Intelligence Services Commissioner, the
Interception of Communications Commissioner and the Surveillance Commissioners. The
Investigatory Powers Commissioner will now also have statutory oversight responsibility
for the exercise of functions under sections 1 to 4 of the Prisons (Interference with
Wireless Telegraphy) Act 2012.
85.
The Investigatory Powers Commissioner and other Judicial Commissioners will
have discretion as to how they must fulfil their functions, but this must include audits,
inspections and investigations. At present, oversight by the bodies listed involves
(depending on the power being utilised) a mixture of retrospective inspection and real-time
approval.
86.
In order to prevent inefficiency and duplication of oversight, the Investigatory
Powers Commissioner will not oversee particular areas that are already subject to
oversight by other individuals or bodies. This includes decisions by other judicial
authorities or where information is obtained through a search warrant or production order
issued by a judicial authority. The Investigatory Powers Commissioner will not oversee
matters which are overseen by the Information Commissioner.
87.
Under clause 205 the Judicial Commissioner will be expected to ensure that, in
exercising their functions, they do not act in a way which is contrary to the public interest
or prejudicial to national security, prevention or detection of serious crime or the economic
well-being of the UK.
88.
The result of such wide-ranging oversight means the IPC and the Judicial
Commissioners will have oversight of a number of areas in which the Scottish Ministers
and the Police Service of Scotland exercise functions. In addition, oversight will also
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extend to areas currently under the remit of the Office of Surveillance Commissioners (the
use of covert surveillance and covert human intelligence sources) who are appointed
under RIP(S)A at present.
Clause 207 Error reporting
89.
Clause 207 requires the IPC to inform a person of any relevant error relating to that
person of which the Commissioner is aware. This applies to those errors that the IPC
considers to be serious, determined by whether it has caused significant prejudice or harm
to the person concerned, and whether it is in the public interest to inform the person of this
error.
90.
A relevant error means any error made by a public authority in complying with any
requirements which are imposed on it by the Bill or other enactment and which are subject
to review by the Investigatory Powers Commissioner and of a description identified for this
purposes in a code of practice. As a result, it could apply to decisions of the Scottish
Ministers and others (such as senior officials or officers of the Police Service of Scotland).
91.
In reaching this decision the Commissioner must balance the seriousness of the
error and the impact on the person concerned, with the extent to which disclosing the error
would be contrary to the public interest or prejudicial to national security, the prevention
and detection of serious crime, the economic wellbeing of the UK, or the ability of the
intelligence agencies to carry out their functions.
92.
If the Investigatory Powers Commissioner decides that the person should be
informed, that person must also be informed of any right they may have to bring a claim to
the Investigatory Powers Tribunal. The person must also be provided with the details
necessary to bring such a claim, to the extent that disclosing information is in the public
interest.
93.
In order to ensure accountability, the Investigatory Powers Commissioner‟s annual
report (discussed below) must include details regarding errors, including for example the
number of times a person is informed of an error.
94.
This clause was amended following pre-legislative scrutiny, to enable direct error
reporting to the person affected, without the need for the prior agreement of the
Investigatory Powers Tribunal. This was based on the recommendation of the Joint
Committee on the draft Investigatory Powers Bill, who noted that the requirement for
agreement from the tribunal was cumbersome.
Clause 208 Additional functions under this Part
95.
Clause 208 requires the Judicial Commissioners to give the IPT any documents,
information and assistance the IPT may ask for, including Commissioner‟s opinion on
anything the IPT has to decide. This allows the IPT to receive the benefit of the
Investigatory Powers Commissioner‟s expertise and the expertise of his office when
reaching a decision, which is beneficial given the specialised nature of the work that is
undertaken by the IPC and the IPT.
96.
The Investigatory Powers Commissioner is authorised to provide advice and
information to both public authorities and the general public. If the Commissioner thinks
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that providing such information or advice might be contrary to the public interest or be
damaging to one of the things listed, including national security, the Commissioner must
consult with the Secretary of State first. The Commissioner does not have to consult the
Secretary of State before providing information to the IPT.
Clause 209 Functions under other Parts and other enactments
97.
Clause 209 amends the Police Act 1997, RIPA, RIP(S)A and the Regulation of
Investigatory Powers (Covert Human Intelligence Sources: Relevant Sources) Order 2013
(2013/2788). The effect of these amendments is to replace reference to previous
oversight bodies with reference to the Investigatory Powers Commissioner. This provides
a legal basis enabling them to carry out the functions previously undertaken by the
Interception of Communications Commissioner, the Surveillance Commissioners and the
Intelligence Services Commissioner.
98.
For devolved interests, under existing arrangements, the Office of Surveillance
Commissioners has a role in providing oversight for a number of Scottish public authorities
under the provisions contained in the Police Act 1997 and the Regulation of Investigatory
Powers (Scotland) Act 2000. The amendments to both of those Acts in this clause transfer
those oversight functions to the Investigatory Powers Commissioners and the Judicial
Commissioners.
Clause 210 Annual and other reports
99.
In order to ensure accountability for the use of Investigatory Powers, Clause 201
requires that the Investigatory Powers Commissioner must report to the Prime Minister on
an annual basis about the carrying out of their functions and the functions of the Judicial
Commissioners. Matters which must be included in the report are detailed in clause 210
and include statistics on the use of investigatory powers, information about the results of
such use, information on errors, funding, staffing and other resources and details of public
engagements undertaken by the Judicial Commissioners or their staff. It is open to the
Investigatory Powers Commissioner to include further information in their annual report
and the Investigatory Powers Commissioner‟s report can include any recommendations
the Commissioner thinks are appropriate.
100. Upon receipt of an annual report from the Investigatory Powers Commissioner the
Prime Minister must publish that report and lay it before Parliament. It is also to be sent to
Ministers within the devolved administrations and therefore will be received by the Scottish
Ministers, who will be required to lay the report in the Scottish Parliament. The Prime
Minister, in consultation with the Investigatory Powers Commissioner, and for those parts
relating to the Part III of the Police Act 1997, the Scottish Ministers, may redact information
from the report if it is considered that the information would be damaging to national
security or operational effectiveness.
101. In addition to the annual report, the IPC is required to make any report to the Prime
Minister which has been requested by the Prime Minister and may also report to the Prime
Minister at any time on any matter the Commissioner has oversight of. If requested to do
so by the Prime Minister, the IPC may publish these reports, or parts thereof.
102. Under the current framework, the Office of the Surveillance Commissioners and the
Intelligence Services Commissioner produce annual reports and the Interception of
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Communications Commissioner produces bi-annual reports. These reports are currently
laid before the Scottish Parliament. They can, and sometimes do, produce ad hoc reports,
which will be encouraged under the new regime.
Clause 211 Investigation and information powers
103. Clause 211 enables the IPC to carry out investigations, inspections and audits as
they consider appropriate for the purposes of the fulfilling their functions, and ensures that
the Investigatory Powers Commissioner has access to the information necessary to carry
out the Commissioner‟s oversight role effectively.
104. The clause does this by requiring people, including members of public authorities,
telecommunications operators and those to whom warrants are addressed, to provide the
Judicial Commissioners with all the information, documents and access to technical
systems that the Commissioner may need for the purposes of exercising their functions.
They must also provide the Commissioner, or anyone assisting the Commissioner with the
performance of their statutory functions, with any assistance they may need. The persons
to whom these obligations apply include public authorities and also telecommunications
and postal operators who are subject to obligations under this Bill.
105. The three existing oversight commissioners have undertaken extensive
retrospective audit of investigatory powers, and it is hoped that these powers will be used
by the Investigatory Powers Commissioner to ensure this continues. It is expected that the
IPC will also use these powers proactively, to investigate any public authority‟s use of
investigatory powers where they believe these need scrutiny.
Clause 214 Power to modify functions
106. Clause 214 confers on the Secretary of State power to modify the functions of the
Investigatory Powers Commissioner or other Judicial Commissioners, by Regulation.
107. This would require a draft to be laid and approved by a resolution of each House of
Parliament. The ability to change the function allows a level of flexibility about the role of
the Commissioner to ensure that it can be modified and adapted to fit with the work that
needs to be overseen. The scope of this power is limited in that it cannot be used to
modify any function to approve, quash or cancel an authorisation or warrant or the
variation or renewal of an authorisation or warrant. There is nothing, however, to restrict
the Secretary of State from modifying functions in respect of the Commissioner‟s
responsibility for devolved matters such as equipment interference.
Clause 215 Abolition of existing oversight bodies
108. Clause 215 repeals a number of provisions in pre-existing investigatory powers
regimes for the purpose of abolishing the offices of the existing oversight Commissioners.
This includes the abolition of the Chief Surveillance Commissioner and Assistant
Surveillance Commissioners, including those appointed by the Scottish Ministers for the
purposes of overseeing the Regulation of Investigatory Powers (Scotland) Act 2000.
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Clause 217 Right of appeal from Tribunal
109. Currently those who wish to bring an appeal against a decision of the Investigatory
Powers Tribunal must bring it to the European Court of Human Rights. This clause
amends RIPA to introduce a domestic right of appeal against final or interim decisions and
determinations of the Investigatory Powers Tribunal, on a point of law. Leave to appeal
can be granted by the IPT or the appellate court where it is considered that the appeal
would raise an important point of principle or practice, or there is another compelling
reason to grant leave to appeal, such as being in the wider public interest.
110. The court which will hear the appeal will be either the Court of Appeal in England
and Wales, the Court of Session in Scotland or the Court of Appeal in Northern Ireland. It
is for the Tribunal to determine which of these courts is most appropriate, having regard to
regulations made by the Secretary of State which will detail the criteria to be considered by
the Investigatory Powers Tribunal in making this determination.
111. Where there is a point of law, the decision on whether to grant permission to appeal
will be taken by the Investigatory Powers Tribunal in the first instance. If the Tribunal
refuses to grant permission to appeal, this decision may be reviewed by the appeal court.
112. The clause also amends RIPA to clarify that the Investigatory Powers Tribunal must
notify the respondent, person complained about or any public authority to whom a
reference relates when they have reached a decision or determination, including decisions
on permission to appeal, except where they are prevented from doing so by the procedure
rules governing the IPT.This is an extension of the position under RIPA, where only the
complainant is required to be informed.
113. This new domestic right of appeal will apply to conduct authorised by devolved
legislation such as RIP(S)A. The Scottish Parliament previously gave its consent, during
the passage of RIPA, to the IPT having jurisdiction to hear such matters, on the basis that
it would enable cases to be dealt with by a specialist body who could build up expertise
that may not be possible if a tribunal were only to hear cases arising in Scotland. It is
considered that it will increase public confidence that those using investigatory powers are
held to account. Further, the ability to appeal against an interim decision is intended to
prevent time and resource being wasted by a requirement to proceed to a full decision
before an appeal can be taken.
Clause 218 Functions of Tribunal in relation to this Act
114. Clause 218 amends sections 65, 67 and 68 of RIPA, in order to update the
functions of the Investigatory Powers Tribunal as a consequence of the Bill, to give the
Tribunal jurisdiction over this new investigatory powers framework. This will include
jurisdiction over matters which fall within devolved competence, for example equipment
interference warrants granted under Part 5 of the Bill and complaints arising out of conduct
authorised by the Scottish Ministers. Since the Investigatory Powers Tribunal was
established, it has had jurisdiction over devolved areas. As previously indicated, this was
as a result of consent being given by the Scottish Parliament. As such, this does not
represent a change in policy intention, it simply ensures the Tribunal will be able to operate
effectively following the introduction of a new statutory framework for investigatory powers.
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PART 9

MISCELLANEOUS AND GENERAL PROVISIONS

Clause 221 Combination of warrants and authorisations
SCHEDULE 8

COMBINATION OF WARRANTS AND AUTHORISATIONS

115. Clause 221 gives effect to Schedule 8 of the Bill which allows for warrants
authorising different powers to be combined in the same instrument.
116. It is possible that a single operation or investigation will involve conduct that
requires to be authorised under different warrants or authorisations. Whilst there is no
obligation to apply for a combination of warrants if the applicant considers individual
warrants would be more operationally efficient, this schedule enables a single application
to be made for the authorisations and warrants required.
117. The Secretary of State has powers to issue combined warrants, as do the Scottish
Ministers. The Scottish Ministers‟ powers under Schedule 8 enable them to issue a
warrant to intelligence services that combines a targeted interception warrant which they
have powers to issue, with a targeted examination warrant, a targeted equipment
interference warrant, a targeted examination warrant or warrants under section 5 of the
Intelligence Services Act 1994. The caveat to this is that they must be warrants which the
Scottish Ministers have powers to issue under the Bill if they were applied for individually.
118. The Scottish Ministers also have powers to issue a combination of warrants on an
application by or on behalf of the chief constable of the Police Service of Scotland,
including RIP(S)A authorisations, or to other intercepting authorities, including the Director
General of the NCA. This power allows a targeted interception warrant to be issued with a
targeted equipment interference warrant, authorisations under section 93 of the Police Act
1997 and section 28 and 32 of RIPA. In addition, they can issue a targeted equipment
interference in combination with any warrant which a law enforcement chief has power to
authorise, this includes under RIP(S)A.
119. Schedule 8 additionally confers powers on the Scottish Ministers to issue a warrant
which combines those detailed above with a targeted equipment interference warrant.
120. Combined warrants will still contain all the information that would be required should
the constituent parts be applied for individually. The protections and safeguards that apply
to material gathered under a combination warrant will apply as they would to the
constituent parts. Persons can only apply for combined warrants if they could have
applied for the component parts individually. Further detailed rules regulating procedure
for combined warrants is contained in schedule 8.
121. The power to issue a combined warrant is a new power which alters the executive
competence of Scottish Ministers. It has the advantage of avoiding unnecessary
duplication. It also means that the person making the decision to issue the warrant, and
the Judicial Commissioner reviewing that decision, has sight of all of the conduct that is
being authorised.
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Clause 242 and SCHEDULE 10
122. Clause 242 gives effect to Schedule 10, which makes minor and consequential
amendments to a number of enactments in order to give effect to the Bill.
123. The schedule makes amendments in consequence of the Bill in the following main
areas; lawful interception of communications, acquisition of communications data,
retention of communications data, equipment interference and in relation to Judicial
Commissioners. It also makes some general amendments. Consequential amendments
are made to a wide range of enactments and although predominantly relating to reserved
matters, some of these provisions would require the consent of the Scottish Parliament. In
particular provisions relating to judicial oversight and to equipment interference will require
consent. The schedule also amends legislation made by the Scottish Parliament,
including Marine (Scotland) Act 2010 and the Public Finance and Accountability (Scotland)
Act 2000 to replace reference to RIPA with reference to the Investigatory Powers Bill for
the purposes of regulating data sharing and the disclosure of information.
124. Part 5 of Schedule 10 amends section 24 of RIP(S)A, to confer a power on the
Scottish Ministers to issue and revise codes of practice in respect of equipment
interference under the Bill, so far as it relates to Police Scotland or PIRC. Any such code
of practice issued by the Scottish Minsters would require to be laid in draft in the Scottish
Parliament under section 24(4) of RIP(S)A.
125. Additionally, Part 6 of the Schedule makes a number of amendments in
consequence of the existing Commissioners being replaced by the Investigatory Powers
Commissioner and the Judicial Commissioners. This is in addition to the amendments
made by clause 209 and provides that the Judicial Commissioners will have the same
powers and functions as the Commissioners that they are replacing and requires direct
amendment to be made to RIP(S)A and the Police Act 1997.
Clause 243 Commencement, extent and short title
126. Clause 243 sets out the extent provisions and in doing so provides that the Bill
extends to Scotland.
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ANNEXE B
DRAFT Call for written evidence a on a Legislative Consent Memorandum on the
Investigatory Powers Bill
The Scottish Government lodged a Legislative Consent Memorandum (LCM) on 23 June
2016 for the Investigatory Powers Bill.
The LCM explains why the Scottish Government would like the Scottish Parliament to give
consent to the Westminster Parliament to legislate in certain areas and to make changes
to the powers of the Scottish Ministers in relation to competence.
The Justice Committee must report on the LCM to the Parliament and would very much
like to hear the views of experts and stakeholders on the proposed legislation, to inform
Parliamentary scrutiny.
The LCM
The parts of the Bill which require the consent of the Scottish Parliament are set out in the
table below.
Part

Title

Part 1

General privacy provisions: this asserts the privacy of
communications and provides for related offences.
Lawful interception of communications: this provides for interception:
acquiring the content of communications.
Equipment interference: This concerns equipment interference:
interfering with equipment (such as computers or smartphones) to
obtain communications, private information or equipment data.
Oversight arrangements: This sets out new oversight regime
arrangements which will replace the three existing commissioners
(the Intelligence Services Commissioner, the Interception of
Communications Commissioner and the Chief Surveillance
Commissioner) with a single new commissioner, the Investigatory
Powers Commissioner (IPC). Part 8 also sets out a domestic right of
appeal from the Investigatory Powers Tribunal.
Miscellaneous and general provisions: this contains miscellaneous
and general provisions.

Part 2
Part 5

Part 8

Part 9

Consent
required
Yes
Yes
Yes

Yes

Yes

Reasons for requiring legislative consent
More detail on the reasons for requiring legislative consent is set out in the LCM itself.
Part 1
The subject matter of Part 1 of the Act is Part III of the Police Act 1997 (authorisation to
interfere with property) which falls within the competence of the Scottish Parliament. The
overarching privacy conditions place obligations on those exercising functions under the
36

J/S5/16/2/5

Bill, including Scottish Ministers and this alters the executive competence of the Scottish
Ministers.
Part 2
Interception of communications is reserved under schedule 5 of the Scotland Act 1998;
however there are exceptions to this reservation including the interception of
communications to or by those in a place of detention. These exceptions are legislated for
in the Bill. Additionally, Part 2 imposes a limitation on the executive competence of
Scottish Ministers with the proposed introduction of judicial oversight on decisions to
authorise interceptions.
Part 5
The subject matter of Part III of the Police Act 1997 (property interference) is devolved.
This part of the Bill seeks to provide a new equipment interference regime which can keep
pace with the development of modern technology and evolving methods of communication
and that is consistent throughout the UK. Additionally, the proposed new warranted
authorisation regime for equipment interference is subject to approval by a Judicial
Commissioner and would alter the executive competence of Scottish Ministers.
Part 8
This part of the Bill provides oversight arrangements for devolved authorities and bodies
and seeks to replace the Intelligence Services Commissioner, the Interception of
Communications Commissioner and the Chief Surveillance Commissioner with a single
new commissioner the Investigatory Powers Commissioner (IPC) who will be supported by
Judicial Commissioners. In addition, this part will alter the executive competence of
Scottish Ministers as it seeks to remove their power to appoint a Scottish Surveillance
Commissioner and give regulation making powers to the Secretary for State to modify
devolved matters in connection with the functions of the new IPC.
Part 9
Part 9 introduces schedules 8 and 10. Schedule 8 seeks to alter the executive
competence of the Scottish Ministers by conferring on them a new power to issue
combination warrants while schedule 10 makes minor and consequential amendments,
including amendments to the Regulation of Investigatory Powers (Scotland) Act 2000.
Call for evidence
The Committee would like to hear the views of stakeholders on the LCM. It would be
helpful if comments could be broken down by reference to each Part of the Investigatory
Powers Bill in respect of which the Scottish Parliament‟s consent is considered necessary.
The Committee does not expect stakeholders to necessarily have comments on all parts of
the LCM.
The Committee would like to receive views on both:



The devolved areas in which the UK Government proposes to legislate
The extent to which the executive competence of the Scottish Ministers will be
altered either by the conferring of additional powers or the limitation of their existing
powers.

The deadline for submissions is 5.00pm on Friday 12 August 2016.
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Procedure
The Parliamentary Business Bureau will assign the LCM to a Committee. It is anticipated
that the Bureau will refer the LCM to the Justice Committee as the lead Committee. The
Committee will consider the LCM and report to Parliament, which will then vote upon a
legislative consent motion on whether to agree to the Westminster Parliament legislating
on its behalf. The Scottish Parliament must vote on the motion before the last amending
stage of the Bill at Westminster.
More information on the LCM procedure can be found here:
http://www.scottish.parliament.uk/parliamentarybusiness/Bills/31308.aspx
How to submit your evidence
Written submissions should be in MS Word or similar word processing format, and should
be no longer than 4 sides of A4. If your submission is longer than this, please provide a
short summary of the main points. Submissions should be set out in numbered
paragraphs. If a submission refers to existing published material, it is preferable to provide
hyperlinks rather than extensive extracts.
Before making a submission, please read the Parliament‟s policy on treatment of written
evidence by subject and mandatory committees.
If possible, written submissions should be submitted electronically by email to:
JusticeCommittee@parliament.scot
Hard copy written submissions should be sent to:
Justice Committee Clerks
Room T2.60
Scottish Parliament
Edinburgh
EH99 1SP
Contact
Any queries about written submissions should be addressed in the first instance to the
Justice Committee clerking team at the above email address or on 0131 348 5047.
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