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Dear Ms Cooper MP, 
 
New national consent forms authorising police officers in England and Wales 
to access digital information 
 
I am writing to you, as Convener of the Scottish Parliament’s Justice Sub-Committee 
on Policing, regarding media reports about the consent forms that have recently 
been introduced by police forces in England and Wales. These forms authorise 
police officers to access the mobile phones and devices of victims and witnesses of 
a crime. 
 
I understand that whilst these forms have been introduced there is no piece of 
legislation that gives the police services in England and Wales the power to seize a 
digital device from complainants and witnesses, and therefore they are reliant on 
their consent. 
 
You may be interested in an inquiry that the Sub-Committee recently concluded 
which raised similar issues in relation to informed consent and privacy. The inquiry 
was into Police Scotland’s proposal to introduce the use of digital device triage 
systems, known as cyber kiosks. These devices would enable police officers to 
access digital data from mobile phones and tablets. During that inquiry, issues 
similar to those relating to the introduction of the new consent forms were raised.  
These included the legal basis for police officers in Scotland to access digital data, 
how officers would ensure that there was informed consent from victims and 
witnesses, and the wide-ranging nature of the search parameters when accessing or 
downloading digital content. 
 
The Sub-Committee recently published its findings and the report is available online, 
for your information. 
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https://digitalpublications.parliament.scot/Committees/Report/JSP/2019/4/8/Report-on-Police-Scotland-s-proposal-to-introduce-the-use-of-digital-device-triage-systems--cyber-kiosks-#Introduction


The report requested clarification on the legal basis for Police Scotland’s use of this 
new technology and the safeguards that would be put in place prior to their 
deployment.  The Sub-Committee asked for clarity on how Police Scotland would 
ensure that consent to access the mobile devices of victims and witnesses of a crime 
was informed, as well as confirmation that human rights and data protection 
requirements would be met. The deployment of the cyber kiosks is currently on hold. 
 
Although some of the issues raised in our inquiry were devolved, others, such as 
data protection rights, are reserved, or indeed related to EU law or protections under 
the European Convention of Human Rights. I hope therefore that this information is 
helpful to the Home Affairs Committee.  
 
Should your Committee decide to take forward any work at a UK-level on such 
matters, I would be interested in hearing more about your plans and discussing how 
we may be able to share information regarding developments in Scotland. 
 
If you require any further information please do not hesitate to contact me. 
 
Yours sincerely 

 

John Finnie MSP 
Convener, Justice Sub-Committee on Policing 
 


