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Dear Mr Crichton 
 
Digital device triage systems 

I am writing to you regarding the recent publication of the Information Commissioner’s 
Office (ICO) report of its investigation into Mobile phone data extraction by police 
forces in England and Wales.  

The report found that police data extraction practices vary across England and Wales, 
with excessive amounts of personal data often being extracted, stored, and made 
available to others, without an appropriate basis in existing data protection law. These 
practices risk negatively affecting public confidence in the criminal justice system. 

The report makes a number of recommendations on: the legal framework; the lawful 
basis; necessity and proportionality; standards and accreditation; and mitigating the 
risks associated with holding personal data taken from mobile phones that is not 
relevant to an investigation. 

The Sub-Committee understands that the ICO’s investigation into the use of mobile 
phone data extraction by Police Scotland is ongoing. However, as data protection is 
a reserved matter, many of the Commissioner’s recommendations will be relevant for 
Police Scotland’s use of digital device triage systems to extract mobile phone data. 

Police Scotland began its roll-out of digital device triage systems to front-line police 
officers, on an incremental basis, from 20 January 2020.  

Could you please confirm the consideration that the Scottish Police Authority is giving 
to the Commissioner’s findings and recommendations? In particular, ensuring that 
Police Scotland’s policies and practices for the use of digital device triage systems 
meet the necessary standards outlined by the Commissioner.   

 

 

https://ico.org.uk/media/about-the-ico/documents/2617838/ico-report-on-mpe-in-england-and-wales-v1_1.pdf
https://ico.org.uk/media/about-the-ico/documents/2617838/ico-report-on-mpe-in-england-and-wales-v1_1.pdf
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Also, at the SPA Board meeting of 17 January, DCC Malcolm Graham advised that 
data will be gathered post implementation for internal review and that the external 
stakeholder group will continue through the post implementation review period. Could 
you please provide details of the SPA’s oversight of this review and the input of the 
external stakeholder group? 

A response by Friday 31 July would be appreciated. 

Yours sincerely 

 

John Finnie MSP 
Convener, Justice Sub-Committee on Policing 


